& Cdlifornia ISO

New AIM Certificate Process

Job Aid

Please contact us at CustomerReadiness@caiso.com if you have any issues or questions.
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Certification Statuses in AIM

Replacing a Verizon Certificate with an Entrust Certificate

Navigate to the Manage
Certificates tab and
change the Certificate
Expiration to filter for
[ALL].

T ] e

My Users Expiring Certificates  Recently Renewed Certificates

UserID First Name | | Emait | | certificate =00 Days v h
Last Name Account Type [mq
— = 7 Days
SelectAll | Generate Certificate | Let Expire | = 14Days
< 30 Days
My Users With Expiring Certificates oo g:is
Expired Rows [25 +]
O verizon [
O verizon  [ed]
O VERIZON
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After filtering for [ALL],
navigate to the filter
icon on the table. In the
Provider column, type
Verizon and hit enter to
filter.

Note: If the Provider
column is not showing,
please add this column
by selecting the Adjust
columns button.

By Usars Expaing Centficates  Receoly Reomved Carfcsins

userio | ] ristrame. | ] emai [

Last Name Accours Type
[ =y — Gonaraie Ceriiicaia [ —rr—
ers With Expiring Certificates
a4 san b M

My Users Expiring Certificates

Last Name

[ Select All | ]

|
[¥ Cert Expiration Date

E Cert Expiry Status
[ Cert Status

[ Provider

[ PROFILE

[W ACCESS

Recently Renewed Certific

Generate Ce

] Contrene expemson [0

= e || [

VERIZON

veRizon

Now that only Verizon
certificates are filtered,
select one of the
certificates.

IMPORTANT TO NOTE:
Do not hit the Select All
feature. If you do, the
system will select
Entrust certificates as
well.

My Users Expiring Cenicatss  Recsot

useri | "

] cortmeate Expiratin

[AE~]

L

| E—

My Users Expiring Certificates  Recently Renswed Cerificates

Azecant Type

ALy -

My Use;uh Expiring Certificates
| —

‘ Email |

| Certificatt

Account 1

| | Let Expire

Last Name
I M | Generate Certificate
My Users With Expiring Certificates

DV g
]

Please verify that the
email address listed for
the user is correct.

If the email is NOT
correct, the UAA will
need to edit the email
address associated with
the certificate by
clicking the user’s
Profile button and
updating.

My Users EXDON CNCAIes  Recenly Fenmed Cerficsien

userio | Fustname [ ] eman [

] Cormeate expiaton

Last Mame

My Users With Expiring Certificates

My Users With Expiring Certificates

Account Type

Appiy.

= Y M 3=

O

[

Rows
PROFILE|ACCESS|
=

WERIZOM
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Once the email is
confirmed, click
Generate Certificate.

My Users Expifing Certificates  Recenty Rensed Corifcaies

~] [VERIZON

VERZON

Clicking Generate
Certificate will prompt a
pop-up box if the
certificate is 90 days or
more from expiration
warning that the older
certificate will be
revoked.

This WILL NOT be the
case for Verizon
Certificates.

For the purpose of
replacing a Verizon
Certificate to an Entrust
Certificate, please
disregard the pop-up by
selecting Submit.

Generate Certificate Confirmation

Generating a new certificate will revoke the existing certificate that any of these users
currently have, do you want to continue?

Submit Cancel

At the bottom of the

screen, users will see a
text box indicating the
request was submitted

Note: Older Verizon
certificates will remain
available alongside
newer Entrust
certificates for roughly
14 days.

02/28/2024 08:59:05 A Request has been submited to Generate the Certificate for all Selected Users.
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It will take 5-10 minutes
for certificates to
generate. Navigate to
the Recently Renewed
Certificates tab. There,
users will see the status
of the new certificate
that was generated.

Details on Certification
Statuses column can be

located on the last page.

My Users Expirng Certicateq] Recently Renewed Certificates |
UseriD First Name [

LastName | ]

| Eman |

Certificate Status [ [ALL] -

“UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option
My Recently Renewed Certificates
Md 1 -sam b W[ ] Rows 3 v]

T T [T —————————

e e T R R R

CRAICES

It will take 3-5 minutes
for the certificate
download icon to show.

If the certificate
download icon is not
showing, refer to the
Certification Status
column for the
explanation.

‘,‘-‘ Co|if9rnig ISO Access and Identity Management

UAA Profile UARs Users Appiications | VUSRI [ ACL Groups || Access Request || Endorsed Access Request || Email Configuration

My Users Expiring Cerfificates  Recently Renewed Certificates

userid p——

— ]

CO2XCRAMOAL

] emai [ ] certiiste status [T <

“UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option

My Recently Renewed Certificates

DY (g M 1 -mow b M e Rows [35 ~]
T e —— e ———————
N e e M T N R

Smith  Sam Calfornia ISO ITPM feam  Completed

CREATE_USER

RETEST2 CREATE_USER Calfomia IS0 ITPM feam  Completed

TEST NEW_CERT Calfomia ISO ITPM feam  UAADid Not Collest Cerlificate

TEST2 NEW_CERT Califomia ISO ITPM team  UAADid Not Callect Certificate
4 CREATE_USER Calfomia ISO ITPM team  UAA Did Not Colect Certificate

s 55 GREATE_USER Galifornia IS0 ITPM team  UAA Did Not Gallect Certificate

3 3 GREATE_USER Calfomia ISO ITPM team  Gompleted

3 3 CREATE_USER Calfomia IS0 ITPM team  UAADid Not Collect Cerlificate

The certificate will only be available to download for 5 days. If not downloaded within those 5 days,

the UAA will need to generate a new certificate.

Please proceed to the downloading certificates portions of this Job Aid (page 7 and 8).
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Create or Renew an Entrust Certificate

Create new user via the
Users tab.

OR

Renew a current user’s
certificate on the Manage
Certificates tab. Click the
box next to the user(s) and
click the Generate
Certificate button.

To create a new user:

Access and |dentity Management

& California 1ISO
UAA Profile UAAs Users

Create New User

First Hame *

Last Name =

Email *

Phone

Address 1

Address 2
Gity
State Postal Code |

Couniry UNITED STATES
Account Type * | EXTERNALS At

[ submit | [ cancel ]

To renew a certificate for a current user:

“¥ California ISO | Access and Identity Management ¢ o xoac

Manage Certificates

My Users Expiring Certificates  Recentyy Renewed Certficates

UseriD FirstName Email
[ ] [ | [

] Certfcate Expiration [AL] <
AL <

Lestame | ] Account Type

[ Select All ] Generate Ceftificate [ Let Expire ]

My Users With Expiring Certificates

Rows [25 v]
./

Entrustt x30073 02/15/2024

mnl |m_m--
0 tests e 30187 072026 aive  [@ [
O Teste dohn %3020 2024 oK Active = [
[mY s 30209 1212008 ok active

Once you have created the
new user (or renewed the
certificate of a current
user), navigate to the
Manage Certificates tab.

<’ Cc:llformo ISO

N p—

UAA Profile UAAs Users Applications Manage Certificates ACL Groups A

My Users Expiring Certificates  Recently Renswed Cerlificates

Access and Identity Management

UserID l:l First Name Email | Expiration | = 8{
Last Name Account [ALI

[ Select All | | Certificate | | Let Expire |

My Users With Expiring Certificates

ERAGEE Rows

> No Data found
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Click on the Recently

“} Californi
Renewed Certificates link.

My Users Expiring Certificates | Recently Renewed Cerificates

User ID l:l First Name Email | | Certificate Expiration | =< 9{

Last Name Account Type [ALL

[ Select All | ] Generate Certificate | | Let Expire |

My Users With Expiring Certificates

2V M= Rows
M Cert Expiration Date|Cert Expiry Status|Cert Status PROFILE ACCESS

> No Data found

NaVigate to the newa “! Co|if9rnic ISrO Access and Idenfify Management <¢<excaanoq
created (Or renewed) user. UAA Proiic Unns — Appicatons |[RUSNECRMSNY | uc1 Groups || Acoess Roquest || Endorsed Access Request || Emat Contguraton |

My Users Expiring Cerfificates  Recently Renewed Certificates

Useri [ | FirstName [ | Emait [ | Gertificate Status [[ALL] ~]

Note: It can typically take 5- o | ]

. “UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option
1 0 mInUtes for new or My Recently Renewed Certificates

DY M 1 -0 b M [__Jo ROWS [ ]
renewed Users to Show 0N | e T ST S
I [ Catforma 150 7w team | |

| |
the Recently Renewed
Certificates list after s 50 Tl ok D ol Gt
H H 4 s4 CREATE_USER California ISO ITPM team  UAA Did Not Collect Certificate
creating or renewing a user. | if i GeniE et urensasin

53 CREATE_USER Calfornia ISO ITPM team  Gompleted

If the user name does not T ——s s e e e
show, please check back
after a few minutes.

The certificate download "‘¥ Califgrnic ISO Access and Identity Management <= xcaamnoa
icons W|” now ShOW next to UAA Profile uAAs = Appications | W ACLGroups || Access Request || Endorsed Access Request ’W‘

My Users Expiring Cerifieates  Recently Renewed Certificates

the user’s name. v | | resthome | [ enat | P <

Lostame | ]

*UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option

Note: If you do not see icons | [myRrecently Renewed certficates
DY M4 1 -saem b Mo Rows [75 +]

available and have just T e S T S Yy e e
cxcen || e | ounmso ot oo i @ | @ |
created the user, please ST = I

Smith sam CREATE_USER California ISO ITPM team  Completed
wait 3-5 minutes for e e
H H H 4 54 CREATE_USER California ISO ITPM team  UAA Did Not Collect Certificate
processing. If the icons still PR demem ot o0 o U n ot et
do no t Sh ow. /ease re Vle w 3 53 CREATE_USER Califoria ISO [TPM team  UAA Did Not Collect Certiicate
, P

the listed certification status
for reason.
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Downloading Email Templates with Attached Certificates (preferred

method)

Click the icon on the
Download Email with
Certificate Attached
column next to the
selected user’s name.

Note: You can roll your
mouse over an icon to view
a short description of what
that icon does.

“-¥ California ISO | Access and Identity Management < = x

caauol

UAA Profile URAs Users Applications Manage Certificates ACL Groups Access Request || Endorsed Access Request || Email Configuration

My Users Expiring Ceriificates  Recently Renewed Certificates

userip [ ] First Name | ] Email [ ] certificate status [[ALL]

]

Last Name |

“UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option

My Recently Renewed Certificates

= 4

2V iy

s b M Jw

GREEN CREATE_USER — California 15O ITPM team | Certificate Available for Download K

Rows .

Download Certificate Only Resend Password|

‘Ciicking this button will 2d the user's

Smin  Sam  CREATE_USER Calfomia IS0 ITPH team  Completed lckingtisbuton il 3dd tr
RETEST2 CREATE_USER Califormia IS ITPM team  Compieted e e
Test NEW_CERT Calfomia IS0 ITPM team  UAA Did Not Callect Certiicals
TesT2 NEW_CERT Galfomia 130 ITPM team  UAA Did ot Colest Certfcats
4 s CREATE_USER Calfomia IS0 ITPHM team  UAA Did Not Calleet Certifcate
5 = CREATE USER Galfomia 130 ITPM team  UAA Did ot Colest Certfcats

An email will be created
using your default email
program with the
certificate attached.

Note: If you do not receive
an email popup, check
your browser’s Recent
Downloads folder.

Fecent Downloads »

JOHM_GREEMx30213_01d1b3500 W [
5d2743ecbdd21ba_certificate_email (2).eml
10.5 KB - 2 minutes ago I}

I od

Open the email template
and verify that the user’s
email address is correct
and that the certificate
bundle has been attached.

Send the email and inform
the user to download the
certificate.

Note: When downloaded,
the certificates are in a
.p12 extension. Your
organization will need to
allow internal email
attachments with .p12
extensions.

Actobat

[UEEVR  incet  Options  FormatText  Review d v
=) oj i3l 2% @ 1} " [ Follow Up = ’
= ) & ?
@ ! Vo 4 | L
! High Importance
Send and Insertfrom  Paste B I u Address Check | Attach Attach Signature | Attach File i
File~  SharePoint Book Names Filew ltem~ vialink b LowImportance  Add-ins
OnePlaceMail Clipboard Basic Text Names. Include Adobe Acrobat Tags | Add-ins ~
From - rwiltzius@caiso.com.aim
=
Tow | [johngreen@nosudhcompany.com
Send
ce.
Beo
Subject New (aiso Certificate for JOHN GREENX30213

Attached - JOHN_GREENX30213_01d1b3500b79c81082502743eebdd21ba_certificate.pl2
—2 7k

Send as Adobe Document Cloud link Yes Mo )

Dear JOHN GREENx30213,

“Your organization's User Access Administrator "Rashele Wiltzius" has downloaded a CAISO CMA certificate and it is attached. The CAISO will send you a separate email
1o the following address *rwiltzius @caiso.com" with the password required to install your certificate.

The password email will also have instructions on how to install the certificate.

***IMPORTANT NOTICE*** The attached certificate contains the CAISO's Certificate Authority trust chain,

The application access configuration may take approximately 3 to 5 days to complete following receipt of the certificate.

IMPORTANT: California 1S0 will hold a copy of your certificate for up to 5 days. After this period has passed, California 1SO will not have a copy of your certificate.
For questions, contact our support desk at ServiceDesk@caiso.com or (288) 889-0450.

Regards,

CAISO Identity Management Operations
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Users will receive a
separate email directly
from AIM with the
certificate password.

Note: Make sure your
organization whitelists
downloads from the
website “aim.caiso.com”
and “caiso.com”

Dear User "SALLY JANE 2x30171",

‘We have given bellow the password to be used to install your California ISO CMA Certificate. The certificate will be provided to you by "MUAAX23863"
from within your organization.

Password : &amO78qeB_

For instruction on how to install yvour please visit hitps=//www.caiso. /infc d/P: /N Default.aspx.

If you have any further questions, please contact our support desk at HelpDesk@caiso.com or (888) 889-0450.

UAAs generating an Entrust certificate to replace a Verizon certificate for a user, please follow-up

with the email recipient of the new Entrust certificate to ensure their certificate is installed.

Downloading Only Certificates from AIM

Click the icon on the
Download Certificate
Only column next to the
selected user’s name.

“\' California ISO Access and |c|emiry Management Xocaauod

[Commene | oaae | v | oo [ | ot e et || et ortpmcn |

My Usees Expiing Cetficaies  Racently Renewed Certificates

vsarto [ ] Fistname. [

Last Name

] e [ ] Cortibosts Status [[ALLT <

“UAA Click here for tha formatted language 1o 64 into the amail for the user whan choosing the download the cartificate aption

My Remmly Renewed Certificates

Note: You can roll your ??“
mouse overaniconto | E T SEED S

view ashort description of | | i IiE Tinn it

what that icon does.

The certificate “bundle”

(zip file) will be Recent Downloads x
downloaded to your A
computer and can be I [3 JGREENX30213,p12 R & I
found in your browser’s 6.5 KB - Done

Recent Downloads folder.

Note: When downloaded,
the certificates are in a
.p12 extension. Your
organization will need to
allow internal email
attachments with .p12
extensions.

www.caiso.com
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On the Managing
Certificates tab, click on
the UAA Click Here link at
the top of the screen. This
will provide you with
scripting to add to the

Access and Identity Management

“-‘. California 1ISO

UAA Profile UARs Applications Manage Certificates | (el 0t Access Request || Endorsed Access Request (| Email Configuration

My Users Exgiring Cerlificates  Recently Renewed Certificates

cDX oA A

UseriD [ ] First Name [ ] Emait [

] Certificate Status [[ALL] ~

LastName | ]

“UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option

My Rece Renewed Certificates
2V —25nfss>)\|:|60

Rows
theoe | , omi  Jowion oo ouniond EiWith il locheDevmiond ot On Resed Paseverd
R N T S e e R TR R B

ema | I yo u W| I I sen d th e Smith Galfornia ISO ITPM team ~ Gompleted
RETEST2 CREATE_USER Calfomnia ISO ITPM team  Completed
TEST NEW_CERT (Calfornia ISO ITPM team  UAA Did Not Colect Certficate
user. TesT2 NEW_CERT Calfomia IS0 [TPiteam  UAS Did Nt Colect Certicats
n s CREATE_USER (Calforia ISO ITPM team  UAA Did Not Collect Certficate.
Copy the wording from o R
h @ maptest-aim.caiso.com/aimui/default.do?tiny=exkNcg
Dear [Insert your users name here]
I am our i 's User Access d | have your  [Insert the users e-mail address here] with the password required fo install your certificate.

Note: You can right click
and use the “copy”
function or use Ctrl+C.

CAISO CMA certificate and it is attached. The CA\SD will send you a separate
email o the following address

The password email will also have insiructions on how to install the certificate.
*#IMPORTANT NOTICE**

The attached certificate contains the CAISO's Certificate Autherity trust chain.

The access may take 3o 5 days to complete following receipt of the certificate, If you are a new user.

IMPORTANT: Califoria 1SO will hold a copy of your certificate for up to 5 days. After this period has passed, California ISO will not have a copy of your certificate.
For questions, contact our support desk at ServiceDesk@caiso.com or (388) 889-0450.

Regards,

CAISO Identity Management Gperations

Paste the wording from
the pop-up into an email
(using your default email
application) and attach
the certificate bundle.

nset  Optiors  FormatTert  Review  Acrobat e me i
= a .l ) % ﬂ S 2 [ Follow Up -
9, . . =k 23 &% IS ollew Up.
= . =0l 1% 0l r & T
Send and Insert from  Paste Addess Chieck  tach Atach Signatue  Atach File Office
SharePoint  * Book Names File~ fltem~ vislink ¥ Lowlmportance | pgq.ing
OePiscebdsil Clipbeard = Basic Text o Mames nclude Adobe Acrobat Tags % Addins -
From « | resitzius Scaise.com.aim
=1 =
sena
B

L JOHN_GREEN: 30213, 014163500 7051082542 Td3eebeld?Tba_certificatep1? |
£ 7x8 5ena 35 Adobe Document Cloua ink i 1o )

Dear [Insert your users name here]

Your User Access. | I L " CAISO CMA certificate and it is attached. The CAISO will send you a separate email
10 the follovang address [Insert the users e-mail address here] with the password required to install your certificate.

The password email will also have instructions on how to install the certificate.

=**|MPORTANT NOTICE*** The attached certificate contains the CAISO's Certificate Autharity trust chain.

The application access configuration may take spproximately 3 to 5 days to complete following receipt of the certificate.

IMPORTANT: California 150 will hok a copy of your certificate for up to S days. After this period has passed, California 1O will nat have a copy of your certificate.
For questions, contact our support desk at ServiceDeski@calso.com or |888) BES-0450.

Regards,

CAISO Identity Management Operations

UAAs generating an Entrust certificate to replace a Verizon certificate for a user, please follow-up
with the email recipient of the new Entrust certificate to ensure their certificate is installed.
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Resending Customer Passwords for Certificates

Navigate to the
Managing
Certificates tab and
ensure that the
customer’s email
address is correct.

“-\' Ca|ifgr ia ISO Access and Identity Management <

UAR Profile UAAs Users Appiications Manage Certificates ACL Groups Access Request || Endorsed Access Request || Email Configuration

My Users Expiring Certificates  Recently Renewed Certificates

PXOCAXAOH

usero [ ] Firstname | ] Emai |

] Corticate satus [LT] v

LastName. | ]

“UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option
My Recently Renewed Certificates
DY = M4 1 -25068 b M [ Jw

Rows [25 ]
e e e ey vy T ———————————
m CREATE_USER | jareen@comp.com | Calforia 150 [TPM team | Completed _n-

smin  sem  CREATEusd Catfomia 150 ITPMteam  Compieed B
. RETEST 2 CREATE_U! Califonia ISO ITPM feam  Completed
NO te' If‘ not CorreCt/ TEST NEW_CER California ISO ITPMfeam  UAA Did Not Collect Certificate
adjust the user’s e e e T oo
email address on the | - w  cresteusen Calfomia 150 TP faam 2 D% ot CollctCerfeae
, .
user’s profile under
the Users tab.
Ensure that you
Recent Downloads X

have downloaded

the certificate and (33 JGREENX30213p12 & e
6.5 KB - Done
send it to the user. N
Click on the icon in =] Cuhfornlcx 1ISO | Access and Identity Management xocaauoa

the Resend
Password column.

Note: if the icon is
not viewable, click
the Apply button. If
the icon is still not
viewable, the
password email may
not yet been sent,
the certificate
process has been
completed, or the

AR - R e

iy Users Exping Certficstes  Recently Renewed Certificales

| Firstwame [ ] eman [ ] coniicate stms [TALLT v]

Last Name

p—

*UAA Click here for the formatted language 1o add Into the emailTor the user when choosing the download the cerincate option
My Rmntly Renewed Certificates
Tz M4 1 -0 b M l:l.f\

-]

Smith Sam CREATE_USER Calfomia ISC (TPM feam  Completed Z‘ v
— CREATE_USER CaMomia 150 TPM eam  Conoited
TEST NEW_CERT Califomia ISO ITPM team  UAA Oid Net Collect Certificate iled 1o the user
Test2 VW cert Catlomia IS0 TPH eam  UiA i Mot ColectCorfcte Sy S s s
. w cheaeuseR Catfnia 150 TPM eam  UAA i Mot ColictCorcte
s w  cneweusen Catfonio 150 TPH eam  UAA i ot Collct Corfcale

CREATE useR

Calfornia ISQ TPM team  Comgieted
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certificate has
expired.

By design, password
emails will not be

Dear User
sent until The passwacd below is required to inatall your Califomia IS0 CMA. Certificate. The cestificate will be provided to you by a User Access Administrator fram within your organization.
H sword : 746MDATmPY i ——
appFOXImately 5 Password : 746MD#TmP'
. * If you cut and paste this password it will likely insert a space at the end and show as invalid when trying to submit, please check and remove the space if it is present
minutes after
For instructions on how to install your certificate, visit: https://www.caiso.com/informed/Pages/Notifications/Default.aspx.
Certlﬁ cates h ave If you have any further questions, contact our support desk at ServiceDesk@caiso.com or (388) 889-0450.

been downloaded. If

the user still has not
By requesting access to ISO applications or tools. you may occasionally receive emails specific to that tool. such as notifications, outages or reminders

received the email, Regards

For more information related to the Applications Access Request process, visit the ISO System Access and California ISO Applications documentation posted on our California SO website

at: hitp //www.caiso.com/participate/Pages/ApplicationAccess/Default aspx

p|ease Ca“ the E‘AIS.O Ide]:'mt} Mma?zine?‘ Operations
Service Desk for
assistance.

Certification Statuses in AIM

Cert Status Definition

Active AIM has just started processing the certificate.

Getting Ready To Email The certificate has been downloaded and AIM is about to send the
Password password to the user.

Certificate Available for The certificate has been created and is ready to be downloaded by
Download the UAA.

UAA Did Not Collect After the certificate was ready to be downloaded, the UAA did not
Certificate download it. Note: CAISO only keeps the certificate for 5 days. After 5

days we remove the certificate information and you will have to
create a new certificate request.

Completed The certificate process has completed.

Something Went Wrong — There was failure while trying to process the certificate. If this status

Certificate has not change after approximately 2 hours, contact customer
support.

Invalid Cert Request The certificate request was deemed to be invalid. This is a very rare
occurrence. Please contact customer support to determine why this
occurred.
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Password Emailed to User

The password has been emailed to the user.

Processing Before Provider

CAISO is processing the certificate request.

Processing At Provider

The certificate is being processed by the certificate provider.
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