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Introduction

The Access and Identity Management (AIM) application was developed to improve the process
for requesting, obtaining, updating and maintaining user access to 1ISO applications.

The 1SO maintains approximately 4,000 secured customer accounts granting access to roughly
two dozen ISO applications. Each customer has designated one or more individuals within their
organization to act as the User Access Administrator (UAA), authorized to initiate and maintain
access to 1ISO applications.

The AIM application provides registered UAAs with the ability to view application-level access
for all of their organization’s users as well as any users from other organizations who have
access to their resources (endorsed users). Additionally, the AIM application will allow the
established UAA to view the expiration date of their users’ certificates and automatically request
a renewal from within the application.

If your organization has not established a set of designated UAAs, the following items are
required:

1. Have an executed agreement with the 1SO.
2. Review the ISO User Access Administrator Establishment and Requirements.
3. Identify the designated UAA(s) and submit a User Access Administrator Agreement form

UAA(s) can perform the following tasks in AIM:
o Create another UAA
Create new users
Update a user’s contact info (i.e. email address, etc.)
Update the Weekly Expiry Email notifications of when users’ certificate are going to
expire.
Renew or revoke user’s certificate access
Add/remove user’s application access
Submit initial endorse user access
Provision endorsed user access
Review access request history
View a list of Authorized Entities, Authorized Contracts, Associated Applications,
Endorsed Users without Access
o Create/Modify/End Date ACL groups

Should you have any questions, please submit an inquiry through the CIDI application / Contact
Us page, or contact your designated Client Representatives.
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Navigating to AIM

There are several ways for a user to access the AIM application. Users can navigate to
the links below and select AIM.

1. Through the main portal landing page here: https://portal.caiso.com

2. Through the Market Participant Portal here: https://mpp.caiso.com/
3. Through the WEIM portal (access for WEIM entities): https://weim.caiso.com/

Note: A certificate can be obtained by following the instructions for becoming a UAA for
your company in the Introduction section of this document or by reaching out to an
existing UAA of your organization to create one. Please keep in mind only UAAs will
have access to AIM.

Acknowledgement Message upon Login

The acknowledgement MUST be accepted to use the AIM application. The following
screen will appear the first time a UAA logs into AIM and again around the beginning of
each calendar year:

“\y California ISO Access and Identity Management <+ xcaawao @

Dear UAA,
In order to use the AIM application, the UAA must agree to the following terms and conditions:

+ All application access requests will be submitted from established UAAs based on their area of responsibility.

+ Users requesting access to ISO systems must be authorized by the UAA for the specific applications and permissions being requested based
on the user's role.

+ All information submitted by your company in AIM, or on any ISO Application Access Request Form or Device Certificate Request form,
will be current and accurate to the best of your company’s knowledge.

« UAAs will immediately revoke a user's access to ISO applications when such access is no longer required due to the user's termination
or a change in their job responsibilities.

« All transactions occurring under a user's certificate are the responsibility of that user.

« Sharing certificates among multiple users is not allowed.

« |If a UAA or user believes a user's certificate has been compromised, the UAA will contact the ISO immediately to revoke the certificate.

« UAAs will not provision any user or APl access to an ISO production system for non-production purposes.

+ All matters concerning the use of this application will be governed by the applicable terms set forth in the company’s existing agreements
with the 1ISO.

0 Check the box and submit to accept above UAA terms and conditions.

Please contact your client representative at 916-608-7320 with any questions.

Owner: Customer Readiness Customer Services and Stakeholder Affairs
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After the box is checked and the Submit button clicked on, the follow screen will
appear:

yo
yo)

L“q Cc1|i|:prnic_1_ ISO | Access and Identity Management < = x o

D 4

Please close this window and reopen the AIM application in a new browser window.

Close the window and reopen the AIM application to begin using AIM.
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Best Practices

. Must review the ISO User Access Administrator Establishment and

Requirements.

. Organizations should establish a primary and secondary UAA for all ISO

application access purposes.

. For larger organizations, multiple UAAs may be required. It is the responsibility of

the organization to determine if any of their designated UAAs should have a
more limited capacity to provisioning access from other UAAs.

. When one external entity requests user access to another entity’s data, the

requesting entity endorses specified users to the other entity requesting the entity
owning the data to provision the access to specified data.

It is the responsibility of each entity’s UAA to coordinate and validate the user’'s
identity and access requirements.

. When creating a new user, use that new user’s individual email address in the

dialogue box.

. Sharing certificates is not allowable.

. UAA(s) must validate:

e User’s job role for requesting access to ISO systems and
e User must be authorized for the specified applications and permissions being
requested.

. To ensure that user’s expiration certifications are not missed, select ‘YES’ for the

Weekly Expiry Email option under the UAA page.

10.Creation of ACL groups can only be done for the following applications: CMRI,

MRI-S meter data, webOMS, and ADS.

11.Endorsement of users across ISO applications using the Access Control List

(ACL) process must have particular attention to not provision access to
unauthorized or users not permitted to have access (i.e. merchant versus
regulatory organization) in the AIM tool for the same company.

10
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12.A RIMS application user can only have one role type per environment.

Roles for Application: New Resource Interconnection Management System

7 X TH 1 oot 12 b M8

RoleID |Display Name Description External [A3reement ipoje conflicts With

292 EXTERNALAFFECTED SYSTEM READ-WRITE >xiernal Affected System Read- Yes  No

295  EXTERNAL IC READ-ONLY Extemal IC Read-Only Yes Mo i —

294 EXTERNAL IC READ-WRITE Extemal IC Read-Wiite Yes Mo il

In the event that a user is provisioned dual roles (EXTERNAL IC FOR READ-
ONLY and WRITE) within the same environment, an exception rule will be
triggered. The error message can be seen at the bottom of the application
screen.

) 052172020 05.09.11
Employee: Application: RIMS; Envi Map-Stage. Role EXTERNAL IC READ-ONLY and EXTERNAL IC READ-WRITE are conflicting. Please remove one to continue

Prior to implementing the exception rule flag, users who were provisioned both
roles in RIMS were only able to see the projects that were listed under the read-
only role when, in fact, they had other projects listed with read-write access.

13.For webOMS, the UAA for non-RC entities can only provision their users the
‘ADJACENT RC’ roles. The users can Read-Write or Read-only but not both as
it would be considered conflicting roles. Non-RC entities should not have access
to the RC MEMBER role.

14.1t is important to note, webOMS must be provisioned separately from all other

applications in a New Access Request.

15.For Access Request and Endorsed Access Requests, it is important that the
Request ID has a blue background. If the background is white, the UAA needs to
click on the Request ID number.

11
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UAA Profile — Landing Page

The UAA Profile Tab displays contact information for an individual UAA.

“‘ California ISO | Access and Identity Management << xcaawe g

UAAs Users Applications || Manage Cerfificates || ACLGroups || AccessRequest || Endorsed Access Request || Email Configuration
Reference to the AIM User Guide Link to AIM User Guide

UAA Status Contact Info Organization
I4 & 4
DVANCE Org Short Name CISO_ITPM
Account No: First Name Name
‘Weekly Expiry Emailres Last Name Address1 250 Oulcropping Way
Start Date 0711912023 Organization Address2
End Date 1071072025  Email City Folsom

Phone Number State ca
Postal Code 95830

Country UNITED STATES
Phone Endorsed User(s)
waiting for access

Default to "Yes"

Endorsed Users without Access
DY g M4 1 -0 o0 b M|

GO
T e e e e e s )

% No Data found UAA what they can provsision

Authorized Contracts D= M4 1 -sam b M Je

e S T
(305 [ Auiomatca bispan sysem ————coemarmzanony |
TO - Transmission Owner (with approved project sponsor agreement) ADS Automated Dispatch System EXTERNAL READ-WRITE

AIMROB AlMrobustAIM robust READ ONLY EXTERNAL

AIMROB AlMrobustAIM robust READ WRITE EXTERNAL

CIDI Cuslomer, Inquiry, Dispule and Information EXTERNAL SDS READ-WRITE

CIDI Cuslomer, Inquiry, Dispule and Information EXTERNAL IMS READ-WRITE

CIRA Customer Interface for Rescurce Adequacy EXTERNAL RA READ-WRITE

CIRA Customer Interface for Resource Adequacy EXTERNAL SUPPLIER WRITE

CIRA Customer Interface for Resource Adequacy EXTERNAL SUPPLIER READ

CIRA Customer Interface for Resource Adequacy EXTERNAL OFFER READ-WRITE

CIRA Customer Interface for Resource Adequacy EXTERNAL OFFER READ-ONLY

CIRA Customer Interface for Rescurce Adequacy EXTERNAL RA READ-ONLY
Authorized Entity  Entity: BARC Rims Projects Entity: BARC

? = Y i [Project Code Project Name IProject Type |c Legal Entity
e et seoee oo e
—

LCEMA ADS_XGROUP — UAA profile will display other UAAs and
LSNCL  LSEID EXC_BARC_1982 Blankone MAP-TEST 08/16/2023  08/31/2023__R

their Authorized Entities and Contracts

Other UAAs In My Organization Authorized Entities for the UAA Authorized Contracts for the UAA
DY iz M4 1 sos b M[ ]| DV M4 1 oo b M Jeo| [2VfgsE M4 1 - oao » M Je

12
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Create New UAA

The UAAs Tab provides the ability to Create New UAA Profiles, Add Contracts to
Selected UAA, and Add Entity to Selected UAA.

How to Create New UAA

1. To add a new UAA, navigate to the UAAs tab and click the Create New UAA
Profile Button.

<’ > Cali I:OI'I"IICI 1ISO | Access and Identity Management << xcaamnoa

UAA Profile Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration
Reference to the AIM User Guide

UAA Status Contact Info Organization
& & V4
UAAID L UserID _— Org Short Name CISO_ITPM
Account No: First Name Name 1
Weekly Expiry Email Yes Last Name Address1 250 Outcropping Way
Start Date 07/19/2023  |Organization Address2
End Date 10/10/2025  |Email City Falsom
Phone Number State cAa
Postal Code 95630
Country UNITED STATES

Phone

“-} California ISO | Access and Identity Management << xcaauo g

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Reguest Email Configuration

First Name l:l Last Name | |Emai| | |Status |Active vl
A —

User Access Administrators

2. Select a User.
3. Select an Environment, Start Date, End Date, and then click Submit.
(Create New LAA Profile

User* [410 Training User10 - xatraininguser10155123 [ w |
ares | T
Enirorment [WAPTESTIY] e

e o

e [ g

‘..

The new UAA will be able to access AIM as a UAA after about 30 minutes.

13
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How to Add Contract and Authorized Entities to Selected UAA

1. To add a contract to a selected UAA, navigate to the UAAs tab and go to the
UAA Authorized Contracts section.
2. Select the Provisionable Contract to be added.
3. Click the Add Contracts to Selected UAA button.
4. Select the Provisionable Entities to be added.
5. Click the Add Entity to Selected UAA button.
<’ Callfgmjgmlﬁg Access and Identity Management <@ xcaauo g
[ uasrone | [ U || Avpboatons | Menmge Cortnten |  ACLGroups | Acoess Resuest | Endorsed Acoes et || EnailContguatin |
First Name | | LastMame | | Emait [ | status [Active [v

User AGCESS Administrators

= Rows o[~
e e o e

Training Usarl  AIM 1140072 Yes Training Ot iz ati 2021 Active 031672024 HATRAININGPOC140071 121232020 11:33

Note: Please assign require nd Entities to the other UAA’s using following ‘Contracts’ and ‘Entities’ drop down options

¥ UAA Authorized

Provisionzble Contracts: [EIM ENTITY SC - EIM Entity Scheduling Coordinstor | | Add Contract to Selectad UAA _

Authorized Contracts Authorized Contracts: AIM Training POC | | Associated Applications Authorized Contract Associated Applications:
= 3

¥ UAA Authorized Entities
Froviioratle Erties ES= Sl
Authorized Entities Authorized Entities: AIM Training POC | Associated Entities OM_ENTITY_NAME: TRAIEBSC

=

( P Y §

e e e gy T
X Mo Do foune

TRAINBAA BM_ID

TRAINBSC BSCID

TRAINEIM EIM_ENT_ID

TRAINING SCID

How to Reactivate Another UAA’s Expired Profile

When a UAA’s profile has expired, utilize the steps outlined below to reactivate and/or
extend the date for another UAA’s profile.

1. After logging into AIM, navigate to the UAA’s tab.
& Colifornia 15O

. UAA Profile

Reference to the AIM User Guide

Access and Identity Management

UAA Status Contact Info Organization
14
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2. Atfter identifying the UAA with the inactive profile status, click the share icon
under the Profile Column.

“-‘: California ISO = Access and Identity Management <> xcaauo g

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request || Endorsed Access Request || Email Configuration

First Name | | Lasthame | | Emait | | status [Active ~
Create New UAA Profile
User Access Administrators
? Y i ws
P P L [ ——_ 000
02152024 Active
| 1072772024 Inactive
—

3. Atter clicking on the Profile Column, a pop-up window will open. Under the UAA
Profile box, click on the pencil icon.

User Profile UAA Profile
& &
Emp No UAAID w
Account Type Weekly Expiry Email
User ID Notes

First Name Start Date

;“ga:i‘::;em End Date

Email 3"“":3 gm

Phone Number [

Address 1 e
et User Certificates

4. Extend the date as deemed appropriate and select update to save changes.

User Profile UAA Profile

&L | Update H_Cancel | 2

Emp No UAAID w

Account Type Weekly Expiry Email bt
Ha=uly Notes |
First Name ran

Last Name Start Date 07/27/2023 il
Organization End Date 10/27/2024

Email By

Phone Number Updated Date

Address 1

Q‘I’;‘m 2 User Certifidates

15
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Create New Users

The Users tab provides the ability to view a list of users. The UAA will access this
screen to create a new user.

The user list separates into three sections: My Users (users who belong to the UAA’s
organization), Users Endorsed to Us, and Users Endorsed by Us (users from another
organization granted/requested access to specific Entities, usually an SCID, or
resources in specific applications).

How to Create New User

1. To add a new user, navigate to the Users tab and click the Create New User
button.

2. Enter the user’s first name, last name, individual’s email address, and address
information.

3. Select an account type of Externals for an individual person or Externals_System
for system accounts.

4. Click Submit.

5. Newly Generated certificates will only be available to be downloaded by the UAA
and emailed to the user for 5 days under the “Manager Certificates” tab. For
instructions, please go to page 44 of the User Guide, “Downloading Email
Templates with Attached Certificates.” This step is required before submitting an
Access Request (instructions on page 18).

Create New User

First Name *

Last Name *

Email *

Phone

Address 1

Address 2

City

State Postal Code
Country m
Account Type * ’W‘z‘

Note: Access Requests will be rejected for a new user certificate if a UAA has not
downloaded and emailed the certificate to the user. For the status of a certificate,
please see the “Cert Status” column on the “My Recently Renewed Certificates”
section of the Manage Certificates Tab. For an explanation of a certificate status,
see page 49 of the User Guide, “Certificate Status in AIM.”

16
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How to End Date a User and a UAA

1. To end date a User, navigate to the User tab.
2. Under the My Users section, select the user that is being end dated.

3. Click the user’s profile button to initiate a new pop-out window.

‘\‘: Cc:|if9r_ni9_ ISO | Access and Identity Mana

sertd [ ] FirstName Email | | certi
Last Name status [Active ] Acco
Users (Last Refreshed on: ) ” Users Endorsed To Us (Last Refreshed on: ) ” Users Endorsed By Us ‘
Create New User
My Users

Rows

m Cert Expiration Date| PROFILE|AC
M 0312712025

Active  02/15/2024

o
=

ra
o
l

2 Y w3

m
1%
en

Q

C|

[ENJ[EN | [
Bl Bl

Active 02715/2024

Py
Sy

[c7]

Aclive 032772025 [=]

4. To end date a UAA, navigate to the UAA tab and follow the same process below
by clicking the UAA’s profile button to initiate a new pop-out window.

‘-% Cc|ifpr_nio ISO Access and Identity Management <« s xcaawao s

UAA Profile UAAs Users Applications Manage Cerlificales ACL Groups Access Request || Endorsed Access Request || Email Configuration

| status [Active ]|

First Name | | Last Name ‘ ‘ Email |
User Access Administrators
Rows

D V(g =

Modified Date

Navigate to the UAA Profile section and select the pencil icon.
From there, go to the End Date section and put the desired date — click Update

when complete.

oo

UAA Profile
Cancel |3y

L)
Wouskly Explry Emadl Vor v
Nowes new backup
UAA Agresment URL
Stant Dete VA2V 2022
End Date 1121392000 1 =l

Updated Date 04122022 1652
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HINT: To quickly remove UAA privileges, change the End Date to yesterday’s date.

User Profile UAA Piﬁilo

Fmp Type Wioskly Expay Fmad “vs
Uses ID Notes new bac
Fiewt Narme UAA Agresment URL

Lant Nawna Stant Dote

End Date 123112094
Updated fly

Updated Date

s User Certificates

REMINDER: Once a UAA profile has been end dated, the authorized contracts and
entities will need to be wiped out. To perform this task, highlight each contract and entity

and click “X”.
Authorized Contracts:

Contract Type

Authorized Entities:

Entity IE_Mlty Type

Submit Access Request

The UAA will use the Access Request screen to submit new application Access
Requests as well as view the status of submitted requests. Access requests will be
rejected for new certificates if a UAA has not first downloaded and emailed the new
certificate to the new user.

How to Submit an Access Request

1. Navigate to the Access Request tab.
2. Click the pencil icon to add a new request.
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3. Click the New Row button.

“‘: ch|ifornicx ISO = Access and Identity Management < = x

New Request  Request History

New Access Reques

Access request for applications CRR, CRRFNM,
Requests without approved legal documents will be HE]

Data and Transmission Planning(TF) requires |50 Legal department approval before ac|

Select Users || Select Applications and Roles || Copy Current User Access |

Available Users Selected Users

TY £ S s

oo frsrn e
* Mo Data found Mo Data found

4. Type a description for the request and click the Update button.

<’ > California ISO | Access and Identity Management < = x

Sheping o Renmwed Fuirs

Hew Acces
o ——
*. Mo Data found
I [ =ting for User Guide] « XATRANINGPOCHOOTT
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5. From the Select Users tab, choose the names from the list of Available Users.

(Note: Use “Ctrl + click” or “Shift + click” to select multiple names).

oping o Renewed Future

Meaw Request  Request History

<’ Cc:l||forn|c:| ISO ' Access and Identity Management < = x -

UAA Profile UAAs Users Applications: Manage Certificates ACL Groups Access Request

New Access Request

Access request for applications CRR, CRRFN!
Requests without approved legal decuments w1|| be Re]ecbe.

and Transmission Planning({TP) requirg

Select Users || Select Applications and Roles || Copy Curmrent User Access |

Available Users

DY §= (DY 4=
T T s

> Mo Data fd

Testting for User Guide AlM_APP 09/1/2023 15:58 WE

6. Click on the Select Applications and Roles tab.

7. Click on the desired application and role and click the Add button. (Note: Use

“Ctrl + click” or “Shift + click” to select multiple applications).
8. (Optional) To remove access, click on the drop-down button in the Action
column to change the selection from ADD to REMOVE.
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“1} California ISO ' Access and Identity Management > X O aa

[Comapone || uans || v || Aoobcabons | Menmoecorbni | AcLoouss |[LEIN

Maw Request  Request History

New Access Request

T U T O
TEEIJrlgfnr'..lserGlll:le XATRAININGPOC 140071 | 12242020 09:30 | | |

Access request for applications CRR, CRRFNM, MMD/Profected Data and Transmission Planning(TF) requires |50 Legal department approval before access reques
Requests without approved lagal documents will be Rejectad.

Select Users || Select Applications and Roles || Copy Current User Access

For Endarsed Lizers, ADS provisioning at the resource level (ACL graups) and Applicstions not listed below, please use this form

Available Applications/Roles —— Selected Applications/R|
= Y,
T S EE———
ADS Aurtornsted Dispatch Sysiem EXTERMAL READ-OMNLY

ADZ Autorrated Dispatch System EXTERNAL READ-VIRITE Motes: The requestad roles will be highli
BAADP Balancing Area Authority Operator Portal — EXTERMAL BAS OPERATOR Please edit or remove the confls
BSAP Blase Schedulz Aggregation Portal EXTERMAL BSC READ-ONLY

BIAP Base Schedulz Aggregation Portal EXTERMAL BSC READ-WRITE

BSAP Blase Schedulz Aggregation Portal EXTERMAL EIM ENTITY READ-OMLY

BEAP Blase Schedulz Aggregation Portal EXTERMAL EIM ENTITY READ-WRITE

CIDl Customer, Inquiry, Dispute and Information EXTERNAL SDS READ-WRITE

ZIol Customer, Inquiry, Dispute and Information EXTERMAL IMS READ-WRITE

CMR1 Customer Market Results Interface EIM EMTITY REPORTS

CMRI Custormer Market Resuls Interface EIM T OPERATOR

CMR1 Customer Market Resulis Interfzce EIM MOH TO REPORTS

MASTERFILE Master Filz (MFRD) EXTERMAL OPERATOR 3 =

MASTERFILE Master Filz (MFRD) EXTERMAL READ-OMNLY Sem Aﬁ)llcahons arﬂ

MPP Markst Participant Partsl GEMERAL MPP ONLY RBIES am a(kj -thE"] tﬂ 1hE
MRS Markat Results Interface Setfiements EXTERNAL READ ONLY request

MRI-5 Markat Results Interface Settlements METER DATA READ-WRITE

WEBOMS Ourtage Managernent Systern (CATI) EXTERMAL READ-WRITE

WEBOMS Outage Management Systermn (CATI) EXTERNAL READ-OMLY
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9. (Optional — Copy Current User Access tab).

a. To view the access of a specific user in order to grant the same access to
a new user, click the Copy Current User Access tab.

b. Click a name in the Current Users panel to view that user’s access in the
Current User Access panel.

c. Click on the desired application/role/environment and click the Add button.
(Note: Use “Ctrl + click” or “Shift + click” to select multiple
application/role/environment options).

ﬂa} C0|if8mj&wln§9 Access and Identity Management <= x caa;

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration

Mew Reguest  Request History

N ew A Req t
e = [ N
S — T T T
Applications and Roles and
Access leweslfo( appllcahnns CRR CRRFNM, MMD/Protected Data and Transmission Planning(TP) requires | 50 Legal department approval add them to the m‘que‘s‘-
will be Rejected.

Select Users || Select Applications and Foles || Copy Current User Access

Current Users Current User Al Current User Acce pplications/Roles

PY I CRE

T e i i ot
Training LAA Al xatrainingpoc 140071

Training Userl Al xatraininguser1 140072

Training User1d  AIM xatraininguser1 (155123

Training User2 AlM xafraininguser2 140073

Training Us=rd Al zafraininguserd 140074

Training Userd Al xatraininguserd 140075

Training Users AlM =afraininguser5155118

10. After all users, applications, roles, and environments are selected, click the
Update button in the Access Request panel.
11.Review the request to ensure that it is accurate.
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Click the Submit button in the Access Request Preview window to submit the request.
(Note: If changes need to be made, close the preview window and edit the request as
needed. Click the Preview button again and then click the Submit button.)

<’ Cc1||forn|o ISO  Access and Identity Management < = x o«

o B nasnd Fuby

UAA Profile UAAs Users Applications Manage Certificates | ACL Groups Access Request Endorsed Access Request Email Configuration

Mew Reguest  Request History

New Access Request

Click Preview to

. review the request
T R = N =

Testing for User Guide XATRAININGPOC140071 | 1212472020 09-20

After reviewing the request, click the Submit button to complete the request.

Click submit to
complete the request

Access Request Previe

® Y (T
ot frtte-fon

m-m—m-m

Training Llser EXTERMAL IMS READ-WRITE TRAINING

Training User10 AIM ADD PROD Ciod EXTERMAL IMS READ-WRITE TRAINING

Training Usar2  AIM ADD PROD CI EXTERMAL IMS READ-WRITE TRAINING

Training Userd  AIM ADD PROD CIod EXTERMAL IM5S READ-WRITE TRAINING

Tramning Userd  AIM ADD PROD CItd EXTERMAL IMS READ-WRITE TRAINING

Training UserS  AIM ADD PROD Ciod EXTERMAL IMS READ-WRITE TRAINING
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Access Request Status

To check on the status of the application request, go to Access Request >> Request
History

You can filter by the Request ID or any of the available options.

New Request | Request History

Provisioning access in AIM can take up to 24-48 hours to complete.
e If a certificate is new, and has not been downloaded by a UAA and emailed to
the user, the Access Request will be rejected. Please follow up with the user to
ensure they download and install their new certificate.

When requesting for MRI-S access, it may take a little longer as it requires additional
validation.

- When provisioning access for MRI-S, you will noticed that under the Access
Request History section, the Status will be shown as “PROCESSED”.

- Under the Access Request Details section, the Status will be updated to
“‘ON_HOLD” and the Notes column will indicate that it is “On hold for CAISO
approval”.

- Once the review process is complete, the Status will be updated to either
“COMPLETED” or “REJECTED”. This additional validation is a prerequisite for
the tariff compliance requirement when provisioning for meter data roles.

New Request | Request History ‘

114545

Access Request History
Y B

ReqID ‘Requested By |Descripr.ion‘Updated Date |Requesl Ty€|Status N
114545 ISMITH MRI-S 10/22/2018 08:09 PROCESSED

Access Request Details

Y 218

Last Name First Name Environment |Application |Role LDAP Group Name Entity Status Notes
SMITH JOHN ADD MAP-STAGE _ MRI-S EXTERNAL READ ONLY app_mristimt_ro_ext ABC1\ ON_HOLD _ On hold for CAISO approval
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How to Submit Endorse User Access

UAA Submits Initial Endorse User Access Request to another UAA

Step 1: Click on Endorse/UnEndorse My Users sub tab under the Endorsed Access
Request tab.

Step 2: Select applicable user(s) from Available Users box. Then, click on the Add
button to move applicable user(s) to the Selected Users box to the right. (Note: Use
“Ctrl + click” or “Shift + click” to select multiple names).

Step 3: From the drop down box on the right side of Select an Organization, please
select the organization that you would like the user to have access.

Step 4: Enter a brief description of your request. This description will be viewed by the
granting UAA. Note: Please do not include any special characters in the description
field. Otherwise, the Endorse Selected Users button will not work.

Step 5: Click the Endorse Selected Users button. See screen shot:
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L‘\q California ISO  Access and Identity Management << xcaauo s

Endorse/UnEndorse My Users  UnEndorse Users Endorsed toMe  Add/Remove Endorsed User Access  Endorsed Access Request History

W Endorse My Users
Available Users Confirm Endorsement For Selected Users
BV g M4 1 -wax b WL Jo R T TN
I——_—‘—‘—1
Select an Organization: I ~
Enter a comment (required):
A
~ UnEncorse iy sers S
My Endorsed Users Selected Users For UnEndorse
DYMgi= M4 1 -0 oo b B 60 DY M= 4 1 -0 o0 0 b Pl G0
T T T T T ST T
> No Data found > Na Data found
| Un Endorse Selected Users ‘

Endorsed/UnEndorse My Users — The top section of this display (Endorse My
Users) shows a list of my users that are available to be Endorsed by other
organizations. The bottom section of this display (UnEndorse My Users) shows
a list of my users that are already Endorsed Users to other organizations and are
ready to be UnEndorsed. Both of these sections are based on My Users. The
top section is My Users to be Endorsed and the bottom section is My Users to be
UnEndorsed.

¢ Remember that the act of endorsing is done at the certificate level —
once a certificate is endorsed to another company, the Endorsed UAA
and the Endorser UAA can manage the request to add additional
access outside of AIM, although the access itself is provisioned via
AIM by the Endorser UAA.

e If a certificate is already endorsed, the UAA will get an error in AIM.

e The Endorser UAA will see in the main UAA Profile tab that they have
requests waiting.
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Note: AIM will send out a generated email notification to both the organization’s UAA
when endorsed user application request(s) are rejected by the 1SO.

Example:

Dear User Access Administrator,

You have submitted the following access request on 09/12/2018 :

Name User ID Action Environment | Application | Role Entity

OMSTester05 | OTESTERO05x812 | ADD | MAP-TEST | ADS EXTERNAL READ-ONLY | PCG2

The request has been rejected by Caiso personel with reason: Tester05 can not have PCG2 access. Please call CAISO
on 10/02/2018

Please log into AIM via the ISO portal [https://portal.caiso.com/aim] to check the status of this request.

If you have any issues, please contact our support desk at HelpDesk@caiso.com or (888) 889-0450.

Regards,

CAISO Identity Management Operations
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Endorsed User Request Email Notification

The UAA shall receive a generated email notification when users are endorsed to their
organization for application access. The email will contain the name of the company
that is submitting the endorsed user request.

Example:

Dear User Access Administrator,

ADS Tester 14 (xatester14122375)

Regards,
CAISO Identity Management Operations

Please note that the following users are being endorsed to your organization from ABC
Energy, LLC.
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UAA to Grant Endorse User Access Request

When a UAA logs into AlIM, they will see the landing page. On this page, the UAA will
see a list in the Endorsed Users without Access box. These are users from other
organizations waiting for approval. This is the initial notice to the UAA to go to the
Endorsed Access Request tab for approval/disapproval of their access request. The
screen shot below captures the landing page with the Endorsed Users without
Access notification box.

“} Co|if9rn?g ISO

Access and Identity Management

Endorsed Users without Access

TY Mz 44 1

Authorized Contracts
(Contract Type

-0 of 0

EIM ENTITY 5C - EIM Entity Scheduling Coordinator

Ile_I

“ Mo Data found

Associated Applications

Reference to the AIM User Guide
UAA Status Contact Info QOrganization
AR TS 23] e O rorircpoctioor (Org Short Nams TRAINING
Account Mo: 140071 First Hame Al Name Training Organizafion
Weekly Expiry Email Yes LastMame  Training UAA Address1 250 Dutcropging Way
Start Date 09122014 Organizati Training O ion (TRAINING)|  Address2
End Date 172002024 Email sdamard@raiso.com City
Phecne Number State L
Postal Code
‘Country UNITED STATES
Phone

E__
AuInmale Dlspatch 5)’:[EI'I'I EXTERNAL READ—':'.RITE

EIAADP B B-al.anclng maaﬁ.ummy Operamr ‘Bortal | EXTERNAL BRA OFERATOR

BEAP """ "Base Soheduie Aggrepation Portal . EXTERMAL BSG READ-ONCY

BSAP Base Schedule Aggregation Fortal EXTERNAL EIM ENTITY READ-WRITE

B3AP Base Schedule Aggregation Portsl EXTERMAL EIN ENTITY READ-ONLY

B3P | BusSchadeAggregsionforsl  EERVALBSCREADWRNE

CIol Customer, Inguiry, Dispute and Infum'natlnn E)QTERN.'!L IMEZ READ-WRITE

CIol ..,uslnmer Inqulry I:1sp|.ne and Infum'natlnn E)(TERNAL SDS READ-WRITE

CMRITTTTTT Cleiomer Market Resulfs interfsea EIM ENTITY REPORTS T

CHMRI Customer Market Results Interface EIM NON TO REPORTS

s Biocick Rocies Intog

B TO OQEOATOD
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Step 1: The granting UAA will go to the Add/Remove Endorsed User Access sub-tab
under the Endorsed Access Request tab. Please see previous screen shot.

Step 2: The granting UAA will click on the pencil icon to add a new request.

e Click on the New Row button.

e Type a description for the request and click the Update button.

e From the Select Endorsed Users tab, choose the names from the list of
Available Users Endorsed to Me. (Note: User “Ctrl + click” or “Shift +
click” to select multiple names).

e Click on the Select Applications and Roles tab.

e Click on the desired application and role and click the Add button. (Note: Use
“Ctrl + click” or “Shift + click” to select multiple applications).

e (Optional) To remove access, click on the drop-down button in the Action
column to change the selection from ADD to REMOVE.

e (Optional — Copy Current User Access tab).

o To view the access of a specific user in order to grant the same access
to a new user, click the Copy Current User Access tab.

o Click a name in the Current Users panel to view that user’s access in
the Current User Access panel.

o Click on the desired application/role/environment and click the Add
button. (Note: Use “Ctrl + click” or “Shift + click” to select multiple
application/role/environment options).

e After all users, applications, roles, and environments are selected, click the
Update button in the Access Request panel.

e Review the request to ensure that it is accurate.

e Click the Submit button in the Access Request Preview window to submit
the request. (Note: If changes need to be made, close the preview window
and edit the request as needed. Click the Preview button again and then click
the Submit button.) Please see below screen shot:
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“} California ISO  Access and Identity Management < = x o a =

Endorss/UnEndorse My Users UnEndorse Users Endorsed to Me Add/Remove Endorsed User Access  Endorsad Access Fiequest History

New Endorsed Access Request \_

&Y
T T

* Mo Data found

| Select Endorsed Users || Select Applicaions and Roles || Capy Current User Access |

Available Users Endorsed to Me Selected Users

DY Mgi= M4 o-0c0 b M| |co DY M4 o-o0ad0 b M

e ey e e T e e
. Mo Data found . Mo Data found

Confirm Endorsement for Selected Users

Before the UAA(s) can complete the submission request for endorsing ISO application
access to user(s) outside of their organization, the UAA must check the ‘The information
contained herein is Confidential and subject to the FERC Standards of Conduct’
acknowledgement box in the AIM application.

L
“} California IS Access and Identity Management < = x o a a

harn

UAA Profile UAAs Users Apphications Manage Certificates ACL Groups Access Request Endorsed Access Raquast Email Configuration

Endors=fUnEndorse My Users UnEndorse Users Endorsed to Me AddRemove Endorsed User Access  Endorsed Ancess Request History

Confirm Endorsement For Selected Users
I S

Selected users are being endorsed to: ABC Company (ABC_MK)
Iecmd users are being endorsed to: California 150 (CISO)

[] The information contained iz Confidential and subject to the FERC Standards of Conduct. Check the box to acknowledge.
[ Cancel ] [ Confirm |
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UnEndorse Users Endorsed to Me
Step 1: Click on the Endorsed Access Request tab.
Step 2: Click on the UnEndorse Users Endorsed to Me sub-tab.

Step 3: From the list of users in the User Endorsed to Me box, select the applicable
user.

Step 4: Click the Add button. This will move the selected user from left box to the right
box Selected Users For UnEndorse.

Step 5: Click on the Un Endorse Selected Users button on the bottom of the left box.
This will UnEndorse the selected user.

L‘L\v California ISO = Access and Identity Management

R R e e —

Endorss/UnEndorss M% UnEndorse Users En%sed to Me AddRemove Endorsed User Access  Endorsed Acosss Request History

Users Endorsed to Me Selected Users For UnEndorse
fgi= M4 1-0a00 b P _ fgi= M4 1-0a0 b P

“ No Data found “ No Data found
Remove All

Un Endorse Selected Users |

UnEndorse Users Endorsed to Me — This tab provide a list of Users Endorsed
to Me (not my users) ready to be UnEndorsed. Unlike the previous screen, these
users are not my users. These users are from other organizations, which have
access to my data. The primary objective of this screen is to remove data access
from Endorsed users to my organization.
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View Endorsed Access Request History

Step 1: Click on the Endorsed Access Request tab.

Step 2: Click on the Endorsed Access Request History sub-tab.

Step 3: The Access Request History shows you a list of your recent access requests.

Step 4: When you select a record from Access Request History, all of the details of
your request will be displayed on the Access Request Details panel.

Step 5: If you already know the request ID, you can simply place that ID in the
Request ID field above Access Request History and then click the Apply button.

‘-‘3 Cc:|iFQ_!'r‘|_'\q SO Access and Identity Management

[z | R | R =R Endorsed Acess et [T

Endorze/UnEndorse My Users UnEndorse Users Endorsed to Me Add/Remove Endorsed User Access  Endorsed Access Request History

Reqestio [ ] \ =

Access Request History e

* No Data found

Access Request Details e
e T e i e S O e

* Ne Data found

Endorsed Access Request History: This tab provides you with list of your recent
Endorsed access requests. The top box shows you the history of your requests and the
bottom box provides you with the details of the selected access request.
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View List of Endorsed Users

There is a new sub tab under the Users tab called Users Endorsed to Us. This new
tab provides a list of all Endorsed Users to your organization.
e My Users contains list of users belonging to my organization.
e Users Endorsed to Us contains a list of Endorsed Users to my organization
(These users are not my employees, but they have access to my data).

“‘q California ISO  Access and Identity Management <= xcaauo g

[[orone || e[RRI ovicusors | sonooe coriacs || ACLGroups || Aooess Reauest | Endosed ocess Reuest | Emt Contpuration |

Userld [ | FirstName | | Emait [ | Certificate Expiration
LastMame [ | Stahus Account Type [ALL]
Users (Last Refreshed on: 12-24-2020 07:09) || Users Endorsed To Us Last Refreshed on: 12-24-2020 07:09) || Users Endorsed By Us |
Create New User
My Users

Y 3 Rows [z5]

iz
mm e

Training Usarid AIM dainard@eaisa.com 031024 [=]

Training User!  AIM sdainard@caiso.com  Active 0318/2024 |:| |:|

Training User2  AIM sdainard@eaisocom  Active 03/16/2024

Training Userd  AIM sdainardf@caiso.com  Active 0318/2024 e

Training Userd  AIM sdainardi@caiso.com  Active 03132024 f}

Training User  AIM sdainard@caiso.com  Active 0318/2024

-’ Cc:hformo ISO ' Access and Identity Management << xoaa w0 g

UAA Profile UAAS Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration
Userid [ | FirstName | | Email | | Certificate Expiration [[ALL]
Last Name |—| Status Account Type [ALL]
| Users (Last Refreshed on: 12-24-2020 07:09) || Users Endorsed To Us {Last Refreshed on: 12-24-202007:09) || Users Endorsed By Us |

Users Endorsed to Us _

DY Mg i Rows
me Cert Expiration Date|Endorsement Date Endorsed By UAA First Mame|Endorsed By UAA Last Name|Endorsement Comments| ENDORSED ACCES 5|

. Mo Data found
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Step 1: Click on the Users tab.

Step 2: Click on Users Endorsed to Us.

Step 3: Please allow time for users from other organizations to show up under Users
Endorsed to Us. This is just a view display.

QUICK REFERNCE GUIDE TO ENDORSED ACCESS REQUEST SUB TABS

e Endorse/UnEndorse My Users: This sub tab is for REQUESTING UAA only.
The users reflected under this sub tab belong to your organization.

e UnEndorse Users Endorsed to Me: This sub tab is for GRANTING UAA only.
The users reflected under this sub tab do NOT belong to your organization.

e Add/Remove Endorsed User Access: This sub tab is for GRANTING UAA only.
The users reflected under this sub tab do NOT belong to your organization.

e Endorsed Access Request History: This sub tab is for GRANTING UAA only.
The users reflected under this sub tab do NOT belong to your organization.
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Create ACL Groups

An Access Control List (ACL) defines the access rights each user has to particular
assets. The ACL Groups screen provides the UAA with the ability to create new ACL
groups to isolate and grant access to a single asset (or group of assets).

How to Create a New ACL Group

1. Click the ACL Groups tab
2. Click the Create ACL Group button to create an ACL group

v ali DFHIO CCess dnc enti anagemen X o e R
‘ le ISD A d Identity M t
ng m Ranmwsd Fuhs
e I I R ey o s e

Entity Type [[ALL] ] EntityName [ | GroupName | | Environment [[

First, click on "ACL

— Second, click on "Create ACL Sl

ﬁCL GI’UUPS Group ASS
T T e T N T O =
TRAINING 501D EXC_TRAINING 138 Resources 1283 12012015 12031/2028 Provisionstle 0 [ Edit. ]| [ Delete |
TRAIMING SCID  MAP-STAGE EXC_TRAINING_135 Resource 3oy 12012015 12302017 Provsionstle 0 [ Edit. | [ Delete |
TRAINING SCID  MAP-STAGE EXC_TRAINING_ 134 Resource Jony 12012015 12312017 Provsionstle 0 [ Edit. ] [ Delete |

3. Select the Environment and enter a Description for the ACL group.

4. Select a Start Date and an End Date for the ACL group and click the Submit
button. Please note that the “Start Date” can be set to a past date.
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Shoping o Benswed Fihirn

Craate New ACL Group

‘i} California ISO = Access and Identity Management

[Comarome || uane || um | Avrestons || sensoeconncres [N

Entity Type  [SCID [v]
Entity Name [ TRAINING |+
Envirorment | ~]
Descripion |
i —
e

? [ Cancel ]

Click Submit
when finished

Start Date may be set

to a past date
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Date: 03/13/2024

Once an ACL Group is created, the effective date can be end-dated but not
extended. The ACL users will still be able to view the data beginning from the
‘Start Date’ to the designated ‘End Date’.

ACL Group Start and End dates are unchangeable once created.

The ACL Group cannot be deleted from AIM once created, but may be made
non-provisionable by the UAA. This means that the UAA will not be able to
provision new users to the non-provisionable ACL Group in AIM; however, the
existing users will still have access to the data.

The UAA can add new resources to the ACL Group, but cannot remove
existing Resource IDs from the list.

Once the ACL end date expires, the existing users can no longer see data for
the trade dates after the end date, but those users will continue to have
access to the data prior to the end date.

The I1SO does not send out a notification reminder to the UAA when the ACL
Group end dates. It is the responsibility of the UAA to re-create a new ACL
group and provision ACL users.

The naming format for the ACL Groups will be ‘EXC_[SCID] _[Autonum]’.
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How to Modify an ACL Group
1 Select the ACL Group name then click on the pencil icon.
<7 Cchformo ISO Adiess and Identity Management < 5 x o & & u ¢

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Ri

Entity Type EnfityMame [ |GroupName | | Enwironment [fALL] Status [Provisionable
Create ACL Group Select the ACL Group name and

AC click on the Pencil icon I ﬁ
RAlEE ¥

RDWS
et e s e 4 o N = O |-
e o o e e e e i e ]

TRAIMING  =CID MAP-STAGE EXC TRAINING 185 Resgurczdonly 1201205 12302017 Provisionable 0 | Edit | | Dalete

TRAINING SCID MAP-5TAGE EXC_TRAINING_134 Resource 3 only 12012015 12312017 Provisionable ] | Edit | | Delate |

2. Now you can change Description and Status fields of the ACL Group. You can
select “Provisionable” or “Non-Provisionable” from the drop down box in the
Status Field. Provisionable means that you can provision this ACL Group to
users. Non-Provisionable mean you cannot provision users to this ACL Group.

-7 Cchfornlko ISO Access and Identity Management <= xocaa w o

UAA Profile UAAS Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request m
Entity Type EntiyName [ ] g Now you can change the | -

"Description” and " Status" fields
Create ACL Group
| of the ACL Group |
ACL Grl:lups A
EE- n__
TRAIMING SCID MAP-STAGE EXC_TRAINING_135 Resgurce 3 only 120012015 12302017 Provisionable a | Edit
TRAIMING SCID MAP-STAGE EXC_TRAINING_134 Resource 3 only 120012015 1231207 Provisionable a | Edit | | Delete |
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How to Add Assets to an ACL Group

1. Click the Edit button to add assets to the ACL group.

-’ Cchform? MC% Access and Identity Management < = x o aan

Entity Type EntityName | | GroupName [ | Environment [[ALL] [~] Status [Frovisionsble ]

Create ACL Group
ACL GTDI.IPS Assets
P DY Rows 5 v] |2 % [y
e T e ) o m
TRAINING SCID EXC TRAIMING 186 Resowrces 1283 12012015 1203112008 Frovisionsbis

TRAINING SCID MAP-STAGE EXC_TRAINING_135 Resource Jonly 120012015 12/30¢2017 Provisionable Edit | | Delate |

TRAINING SCID MAP-5TAGE EXC_TRAINING_134 Resource Jonly 120012015 1203112017 Provisi Edit | | Delate |

First select the ACL Group; then
click on "Edit" to add resources
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2. Select an asset from the Available Assets list and click the Add button to add
an asset to the ACL group.

“‘q California ISO = Access and Identity Management > X ©

& 8 O A
UAA Profile UAAS Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration

ACL Group Name: EXC_TRAINING_126 Enfity: TRAINING Start Date: 1200112015 End Date:  12/31/2028 Description: Resources 1253 Apply | Reset |
- Mote: SUBMIT o permanently add resources fo ACL Group.
| Caneel | | Submit | CANCEL to return to previous screen.

Available Assets Assets
-5

i~ Rows ? Y M i
Asset Type Asset Name As-sel Type|MasterFile Start Date 0 |MasterFile End Date|Access Start Date|Access End Date |
* No Data found

* Mo Data found

List of your assigned
resources will display
in "Available Assets"

After selecting applicable resource(s), click on
"Add" button, which will move resource(s) to the
right side under "Assets".

3. Once you have selected applicable resources, click on the Submit button to

PERMANENTLY add resources to the ACL Group or click the Cancel button to
negate adding the selected resources to the ACL Group.

4. You cannot remove a resource from the ACL Group once assigned. The UAA will
need to create a new ACL Group for the desired resource.
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How to view an ACL Group

Click on an entry in the ACL Groups section to view the list of assets associated with
that group.

<’ Cc:hfornlc: 1SO Access and Identity Management <o xcaamwao
UAA Profile UAAS Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration
Entity Type Entity Name Group Name Environment [[ALL] Status  [Provisionable
ACL Groups Assets
Rows [z | DY M i
wmm— N
TRAIMING SCID EXC_TRAINING_138 Resowrces 1283 12012015 12312028 Provsionsble 0 | Edit HNo [
TRAINING  SCID MAP-STAGE EXC_TRAINING 135 Resource 3only 12012015 12302017 Frovsi 0 [ Edit | | Delete |
TRAIMING SCID MAP-STAGE EXC_TRAINING_134 Resource 3 only 121017205 1213142017 Provisionsble 0 | Edit | | Delete |
Click on an ACL Group to
view the list of Assets
displayed here
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Certificate Process

How to Create or Renew a Certificate

1.
New User” above.

next to the user(s) and click the Generate Certificate button.

n . . .
&7 California ISO  Access and Identity Management << x 5 a &
e R R | oo
My Users Expiring Certificates  Recently Reneved Certificates
UserID First Name | | Email | | Certificate Expiration
Last Name Account Type [ALL) -
[ Select Al ] | Generate Cerlificate [ Let Expire |
My Users With Expiring Certificates
2 Y = Rows [25 v]
=
- | l
m]

To create a new user, please follow directions for the section “How to Create

To renew a certificate, navigate to the Manage Certificates tab. Click the box

3. Once you have created the new user (or renewed the certificate of a current

user) navigate to the Manage Certificates tab.

My Users Expiring Certificates  Recently Renawed Cerlificates

Userd [ | FirstName Email |

Last Name

[ Select All | Generale Cerlificate | [

My Users With Expiring Certificates

Let Expire |

‘“‘\1 Cc:|if9_r_nicj_1u ISO | Access and Identity Management

Expiration | =90 Days w

[ALL -

2 X O

e | e | e | v || ..

‘Z\UT i=
o =

-

O

Rows [25 +]
ACCESS

43

Owner: Customer Readiness

Copyright 2017 California ISO

Customer Services and Stakeholder Affairs




‘(}’ CCI“I(OI’niCI ISO Technology ISO Version: 4.1

Access and Identity Management (AIM) User Guide Efg)e;:;g_ve 03/13/2024

4. Click on the Recently Renewed Certificates link.

Manage Certificates

My Users Expiring Certificatesl| Recenily Renewed Cerfificates

User ID l:l First Name Email | | Certificate Expiration | = 90 Days
Last Name Account Type | [ALL] R
| Select All | | Generate Certificate | | Let Expire |

My Users With Expiring Certificates

-
GRS

Seleci| Last Name

First Name | Emp No |Email

'Cert Expiration Date|Cert Expiry Status|Cert Status|Provider |PROFILEACCESS)

5. Navigate to the newly created (or renewed) user. The certificate download icons
will now show next to the user’'s name. Certificate will only be available to

download for 5 days. If not downloaded within those 5 days, the UAA will need
to generate a new certificate.

‘*‘\' California ISO | Access and Identity Management <

2 X DR & Q4

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration

My Users Expiring Cerificales  Recently Renewed Certificates

UseriD First Name ‘ ‘Ema\l |
L

Last Name

| Certificate Status | [ALL)

vl

UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option

My Recently Renewed Certificates

) 4=

Action Type Cert Status Download Email With Certificate Attached Download Certificate Only|Resend Password|

E ‘ ]
=

Rows (f00+)

Downloading Email Templates with Attached Certificates

1. Click the icon on the Download Email with Certificate Attached column next to
the selected user’'s name.

"“ Co“fgr_nig ISO Access and Identity Management <

= X O/ R @A

Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration

My Users Expiring Cerfificates  Recently Renewed Certificates

usero [ | Firstihame | | Emain |
Last Name

UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option

My Recently Renewed Certificates

2 VY g4
¥

| certificate status [[ALL]

Rows

Download Email With Certificate Attached Download Certificate Only| Resend Password|
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2. An email will be created using the associated default email program with
certificate attached.

Recent Downloads b4

5d2743eebdd 2 1ba_certificate_email (2).eml
10.5 KB » 2 minutes ago I})

I ﬂa JOHM_GREEMx30213_01d1b3500 @ [

3. Open the email template and verify that the user’'s email address is correct and
that the certificate bundle has been attached. Send the email and inform the user

to download the certificate.

2t you want to do..
A 2% @ U} . > Follow Up ~ ’
Eg 0 Galy M T g
1 High Importance
Address Check | Attach Attach Signature | Attach File
Book Names File~ ltem~ - via Link
Names Include Adobe Acrobat Tags | Addins

¥ Lowimportance  Add-ins

Subject New Caisg Certificate for JOHN GREENx30213

) JOHN_GREEN30213_01d1b3500679¢cB10825d243eebdd21ba _certificatep12
N Send as Adobe Document Cloud link Yes No @

Attached

Dear JOHN GREENX30213,
ation's User Access Administrator "Rashele Wiltzius" has downloaded a CAISO CMA certificate and it is attached. The CAISO will send you a separate email

Your organizati
to the fol with the password required to install your certificate.

The password email will also have instructions on how to install the certificate.
*#**|MPORTANT NOTICE*** The attached certificate contains the CAISO's Certificate Authority trust chain.

305 days to complete following receipt of the certificate.

The appli access may take

IMPORTANT: California ISO will hold a copy of your certificate for up to 5 days. After this period has passed, California ISO will not have a copy of your certificate.

For questions, contact our support desk at ServiceDesk @caiso.com or (888) 889-0450.
Regards,

CAISO Identity Management Operations

Note: Ensure that your organization whitelists are able to download from the website
“aim.caiso.com”. Additionally, whitelist emails from the domain “caiso.com”, so users
can receive their password emails. Notify users that the emails will be coming from
“caiso.com” (If they typically do not receive emails from CAISO, it may have gone into

their spam folder).”
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Downloading Only Certificates from AIM

1. Click the icon on the Download Certificate Only column next to the selected
user’s name.

“‘ California ISO | Access and Identity Management << xcaawo g

ping o Renewed Future

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration

My Users Expiring Cerlificates  Recently Renewed Certificates

User ID First Name | | Emait | | certificate Status [[ALL] v|

Last Name

*UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option

My Recently Renewed Certificates

? VY (5§ Rows
[Action Type [Cert Status Download Email With Certificate Attached Download Certificate Only|Resend Password)

2. The certificate “bundle” (zip file) will be downloaded to your computer and can be
found in your browser’'s Recent Downloads folder.

Recent Downloads b4
"
_ﬁ JGREEMX30213.p12 R A
0.5 KB = Done
[
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3. On the Managing Certificates tab, click on the UAA Click Here link at the top of

the screen. This will provide you with scripting to add to the email you will send
the user.

ping o Renewed Fulure

My Users Expiring Cerificates  Recently Renewed Certificates

‘:‘" Cc|if9mio ISO = Access and Identity Management << xocaamo

UAA Profile UAA= Users Applications Manage Certificates ACL Groups Access Request Endorzed Access |

User ID |:| First Name Email | | certificate Status [[ALL

v]

Last Name

“UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option

My Rece iy Renewed Certificates
DY M #= d 1 -25 of 68 b P GO

First Name|A (D gn Type

4. Copy the wording from the popup.

& Download/Install Certificate Instructions - - 1 - Wrk - Microsoft Edge

() https;//maptest-aim. m/aimui/default.do?tiny=QjirbPA

Dear [insert your

e here]

Admi

The Wi o install the certificate
“*IMPORTANT NOTICE=*

The attached certificate contains the CAISO's Certiicate Authority trust chain

The application access configuration may take approximately 3 to 5 days to complete following receipt of the certificate, If you are a new user

IMPORTANT. California IS0 will hold a copy of your certificate for up to 5 days. After this period has passed, California SO wil not have a copy of your cerfficate
| For questions, cantact our support desk at ServiceDesk@caiso.com of (888) 889-0450.

Regards,

CAISO Identity Management Operations

d | have downloaded your CAISQ CMA certificate and it is attached. The CAISO will send you a separate email to the following address [Insert the users e-mail address here] vith the password required to install your certificate

5. Paste the wording from the pop-up into an email (using your default email
application) and attach the certificate bundle.

Note: When a certificate downloads, it is in a .p12 extension. Your organization will
need to allow email attachments with .p12 extensions. If this is not possible, a hew
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method will be needed to share the certificates with the users. Some email systems
may have issues sending these types of attachments (ex. Mozilla Thunderbird).

Resending Customer Passwords for Certificates

1. Navigate to the Managing Certificates tab and ensure that the customer’s email
address is correct.

‘\" California ISO | Access and Identity Management <2 xoaaue g

Manage Certificates ACL Groups Access Request ([ Endorsed Access Request || Email Configuration

My Users Expiring Cerfificates ~ Recently Renewed Certificates

UseriD | | FirstName [ | Email | | certificate Status [[ALL] ~]

LastName | ]

*UAA Click her for the formatted language to add into the email for the user when choosing the download the certificate option
My Recently Renewed Certificates
44 1 -25 006 p Pl |:|so

Rows
W SHEATEUSH o P.eom | Caifomiz 150 [TPM team m

DY M i

Smith Sam California IS [TPM team  Completed 5l
RETEST2 Califonia 150 ITPM team ~ Completed
TEST California IS0 [TPM team  UAA Did Not Collest Cerlificate
TEST2 California ISQ TPV team  UAA Did Not Gollect ertificate
54 California ISQ [TPM team  UAA Did Not Collect Certificate
s S5 Califonia IS [TPM team  UAA Did Not Collect Certificate
3 3 CREATE_USER. California ISO [TPM team  Completed
3 3 CREATE_USER. California IS0 ITPM team  UAA Did ot Collect Ceriificate

2. Ensure that you have downloaded the certificate and send it to the user.

Recent Downloads X
Ll
G} JGREENX30213.p12 [ ]
6.5 KB = Done

3. Click on the icon in the Resend Password column.

"‘\' California ISO ' Access and Identity Management NN i
=] e [T e e ]

by Users Expiring Certficates  Recently Renewed Certificates

userio [ ] Fatname [ ] eman [ ] concate stama
L1

Last Name

*UAA Click hiere or the: formatted 12nguage 10 80 Into the email for Ihe user When Choosing the download the certficate option
My Recently Renewed Certificates
PV M4 1 -3 b P

5 5 CREATE_USER Calfornia ISO TP team  UAA Did Not Colbect Certicate.
3 e CREATE_USER Califormia IS0 ITPHM tsam  Completed
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4. By design, password emails will not be sent until approximately 5 minutes after
certificates have been downloaded. If the user still has not received the email,
please call the Service Desk for assistance.

Dear User "SALLY SMITH=x30215",

The password below 1s required to install your California ISO CMA Certificate. The certificate will be provided to you by a User
Access Admimstrator from within your organization.

Password : 7Td6MD#TmPV h

* If you cut and paste this password 1t will likely insert a space at the end and show as invalid when trying to submit, please check
and remove the space 1f it 1s present.

For instructions on how to install vour certificate, visit: hitps-//www caiso.com/informed/PagesNotifications/Default aspx.

If you have any further questions, contact our support desk at ServiceDesk@caiso com or (888) 889-0450.

For more information related to the Applications Access Request process, visit the ISO System Access and California ISO
Applications documentation posted on our California ISO website at:
hitp//www.caiso.com/participate/Pages/ ApplicationAccess/Default.aspx

By requesting access to ISO applications or tools, you may occasionally receive emails specific to that tool, such as notifications,
outages or reminders.

Regards,

CAISO Identity Management Operations
CertificateRequests(@calso.com

Certification Status in AIM

Cert Status Definition

Active AIM has just started processing the certificate.

Getting Ready To Email The certificate has been downloaded and AIM is about to

Password send the password to the user.

Certificate Available for The certificate has been created and is ready to be

Download downloaded by the UAA.

UAA Did Not Collect After the certificate was ready to be downloaded, the UAA

Certificate did not download it. Note: CAISO only keeps the certificate
for 5 days. After 5 days we remove the certificate
information and you will have to create a new certificate
request.

Completed The certificate process has completed.
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Something Went Wrong There was failure while trying to process the certificate. If

— Certificate this status has not change after approximately 2 hours,
contact customer support.
Invalid Cert Request The certificate request was deemed to be invalid. This is a

very rare occurrence. Please contact customer support to
determine why this occurred.

Password Emailed to The password has been emailed to the user.

User

Processing Before CAISO is processing the certificate request.

Provider

Processing At Provider The certificate is being processed by the certificate
provider.

How to Let a Certificate Expire

1. To let a certificate expire, navigate to the Manage Certificates tab.

2. The Manage Certificates tab will display the My Users With Expiring
Certificates list. This list will show all users whose certificates are expiring within
90 days or less. (Note: If the certificate expiration date is further into the future,
the user will not appear on this list.)

3. Click the Let Expire button on an individual line item. Another option is to use the
“Shift + click” or “Ctrl + click” functionality to select multiple users
simultaneously. After selecting multiple users, click the Let Selections Expire
button to apply it to all items selected.

How to Revoke a Certificate

To revoke a user’s certificate, navigate to the User tab.
Find the correct user and click on the button in the Profile column.
From the User Profile screen, click the Revoke User button.
A confirmation message will appear that states: “Are you sure you want to
revoke the user certificate and remove all application access for this user?
This action cannot be undone.”
5. Click OK to revoke the user’s certificate.
6. Once the OK button is clicked, the certificate will be revoked and all
application access will be removed. This change will be reflected in AIM after
the next data sync period (usually within 12 — 24 hours). Note: If a user’s
certificate is revoked by mistake, the UAA should contact the Service Desk
and ask them to re-activate the certificate by being sent a new certificate
registration email that will then allow the UAA to add access back.
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Date:

Request History

Check Status of an Access Request

1.

2
3.
4. Review the Status column for each line item to verify that the requested access

To check the status of an access request, navigate to the Access Request tab
and click on the Request History link.

. Click on an individual line item in the Access Request panel.

The list of items requested will display in the Access Request Details panel.

was granted.

a.

b.

c.
d.

Submitted: The access request has been submitted and is waiting for the
approval process to run.

Approved: The access request has been approved and is waiting to be
processed.

Processing: The access request is being processed.

Completed: The access request has been completed and the user can
now access the application.

Rejected: The access request has been rejected and will not be
processed. See the notes column for the reason it was rejected.
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<’ Cullformo ISO  Access and Identi’r}r Management
n Ernewed Futurs
B R ——
New R t Hi
ew Request  Requsstston Click "Request History" t
New Access Request view submitted requests

I I

" Mo Data found

Access request for applications CRR, CRRFNM, MMD/Protected Data and Transmission Planning(TF) requires |50 Legal department approval before ag
Requests without approved legal documents will be Rejected.

Select Users ” Select Applications and Roles || Copy Current User Access |

Available Users Selected Users

oy %

T I

. Mo Data found “ Mo Data found

Click on an individual access request in the Access Request panel to show the
Access Request Details at the bottom of the screen.

52

Owner: Customer Readiness Customer Services and Stakeholder Affairs
Copyright 2017 California ISO




%}@7 CC]lil(OI’niCI |SO Technology ISO Version: 4.1

Access and Identity Management (AIM) User Guide Efg)?{gye 03/13/2024
L\\s" ’ Cc:hforma ISO = Access and Identity Management X oA

oo | e[| v ]| s |t | e et | et crpon

Mew Request  Request History
RequestiD [ | RequestBy{Useddy | | FromUpdatedDater [ |0 ToUpdatedDater | |

Access Request History

3oy T2 &
RV Mo b MLl " Click an individual -
N e e T LB TR accessrequestto
[ AW Traiing POC | afrainingpoc 40071 | Aufomated for UAR Sef Provisioring | 1273070 1133 | PROCESSED

3307 AIM Training POC  xatrainingpoc140071  Tesfing 037082016 03:54 PROCESSED Sh ow the req ues‘
323 AlM Training POC  xsfrainingpoc140071  PROD webOMS Access Request for ESCID 02M7/201607:37 PROCESSED dEta"s at the

a0a AlM Training POC  xatrsiningpoci40d71  EIM App Test 02222014 0%:18 PROCESSED bottom of the
593 AlM Training POC  xatrainingpoc140071  testing deprovisioning 08M182014 03:48  PROCESSED

543 AlM Training POC  xatrainingpoc140071  test baaop 09/18/2014 03:47 PROCESSED screen

a2 AlM Training POC  xatrainingpoc140071  testing CMRI 0BM7/2014 0918  PROCESSED

588 AIM Training POC  xatrainingpoc140071  testing1234567880 DBAM42014 18:41  PROCESSED

584 AlM Training POC  xafrainingpoc 140071 testing mapstags 0B/14/2014 18:40  PROCESSED

583 AIM Training POC  xafrainingpoc140071  Mark Testing New Request 09/14/2014 18:38  PROCESSED

Access Request Details

Training Usert | B[ Traiing Usert | saraiinguser 140072 m-mm— UAA FOR EXTERNAL PARTICGIPANTS — CowPLETED| |

Note: An Access Request will begin with a status of “Submitted”. It will then move to
“Processing”. Finally, it will have a status of “Processed”. This does not mean
that all access was granted. The UAA must review each of the line items in the
Access Request Details to verify that access was granted to a specific user.

In the Access Request Details section, the status options are Submitted,
Approved, Processing, Completed, and Rejected.
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Email Configuration

Email Configuration tab is a new enhancement, which provides a UAA the ability to add
additional email recipients on 7 different AIM automated notifications. Below is a list of

these automated notifications:
e Application Access Request
e Certificate Renewal from Ul
e Renew User Certificate from Ul
e Revoke User Certificate from Ul
e Submit a New User from Ul

¢ Notification for certificates expiring within 30 days, 60 days, 90 days and new

users
e User Revocation Email

Steps to add additional emails:

1. Please click on the Email Configuration tab per screen shot below

ing o Ranawed Futur

I%mﬂll Notification Events

<’ Cc:hforma ISO  Access and Identity Management

D Y (%

CERT_RENEWAL_CONTENT Cartificate Renswal from LI

RENEW USER_CERT_CONTEMNT Renaw User Cartificate from Ul

REMOKE_USER_CERT_CONTENMT Revoke User Certificate from LI

CREATE_NEW_USER_CONTENT Submit a New User from Ul

AIM_USERS_CERT_EXFIRY_CONMTENT Motification for carts expining within 30 days, 30 days, 80 days and new ussrs
REVORE_USER_CERT_CONTENT Autornatic User Revocation Email

Email List semicolon separated

=
v

Pridifional EMails

* Mo Data found

D BB

1. Select applicable Certificate Events. Example in screen shot below is

“Application Access Request”
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2. Click on the pencil icon under the Email List semicolon separated panel in the
screen shot below:

<’ Cc:hformo 15O Access and Identity Management o E-EN W

[Comaprome || vans || s || Avoleaons | mumum,m ExmailConfiguration

Email Notification Events

* YV (X

Ry picaton Aceess Reguest
CERT_RENEWAL_CONTENT Certificate Renswal from LI
REMEW_USER_CERT_CONTENT Renew User Certificate from Ul

REVOHE_UUSER_CERT_CONTENT FRevoke User Certificats from Ul
CREATE_MEW_USER_CONTENT Submit a New User from Ul
AIM_USERS_CERT_EXPIRY_CONTENT Motification for earts expining within 30 days, 60 dsys. 00 days and new users

REVOKE_USER_CERT_COMNTENT Autamatic User Revaeation Email

Email List semicolon separated
& Y (3

E * Mo Data found

3. Click the New Row button under the Email List semicolon separated box in the
screen shot below:

-’ Cc:hformcl ISO Access and Identity Management < = x o a &

R R e e D | s coe

Email Notification Events

D Vs

APPLICATION_ACCESS_REQUEST_CONTENT | Application Access Request

CERT_REMEWAL_CONTENT Centificate Renswsl from LI

RENEW_USER_CERT_CONTENT Renaw User Ceriificate from UI

REMOKE_USER_CERT_CONTENT Revoke Lizer Certificate from Ll

CREATE_MEWW_USER_CONTENT Submit a Mew User from Ul

AIM_USERS_CERT_EXPIRY_CONTENT Motification for certs xpiring within 20 days, 30 days, 90 days and new ussrs

REVORE_USER_CERT_CONTENT Automiatic User Revocation Email

Email Lis icolon separated
| Newrow Update || Cancel |y

Pddifional EMails

* Mo Data found

4. A free text field will be activated. Please list applicable email recipients separated

by semicolon in this field.
5. When your list is finalized, please click on the Update button under the Email

List semicolon separated panel.
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6. If you need to delete an email address, select that email address and click on the
Update button. Select the entire email address and click the Delete button on
your keyboard. It will look like the screen shot below. Then, simply click on the
Update button. This will remove that email address.

<’ Ccllformo 1SO

Email Notification Events

Access and Identity Management S NEN

o ||| o | st | 10| ot | ot et [

D T

APPLICATION_ACCESS_REQUEST_CONTENT | Application Access Request

CERT_RENEWAL_CONTENT Certificate Renewal from UL
RENEW_USER_CERT_CONTENT Renew User Certificate from Ul
REVIOKE_USER_CERT_CONTENT Revoke User Ceriificate from Ul
CREATE_NEW_USER_CONTENT ‘Subrmit a New User from Ul

AIM_USERS_CERT_EXFIRY_CONTENT

REVMOKE_USER_CERT_CONTENT Automnatic User Revocation Email

Email Zist semicolon separated

[ Update |[ GCancel ]

* No Data found
[ ]

=

Motification for certs expiring within 30 days, 30 days, 80 days and new users
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Features of User Interface

Application Toolbar

The application toolbar contains the application or browser-based functions.

BT PL -

- Goes to the previous display in browsing
history

» Goes to the next display in browsing history

stop Stops loading the current display

-, Refreshes the display in the current window

pe] Zoom out

P Zoom in

-] Log out

Filter Toolbar — User Access Tab

The filter toolbar contains the account filtering options.

- AL

[ALL] :
[ALL] :

Apply

Reset

Refreshes user data with the filters

| Reset I Restores filters to default settings

* wildcard search | Use the asterisk (*) wildcard symbol to search for user
information. (e.g. Enter Chris* in the First Name field and click
the Apply button to display a list of users whose first names
begin with “Chris”. The search results will display users who are
named Chris, Christopher, Christine, etc.) To ensure that you

see all records meeting your search criteria, add the “*” at the

end to display multiple records.
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Results Window
%Y HE s
% Restore sort to default setting (removes user-created multiple
column sorting, which is described in detail on the following
page)
Y The Inline Filter works as a toggle. Click the icon to filter data

based on the content of a particular column. Press Enter after
entering the filter criteria. (Note: Wildcard symbols can be used
in this column, but they are not necessary. For example,
searching for *UAA* or UAA will provide the same results.)

=] Exporting (to Excel, Word, CSV)

Results Window — Multiple Pages

M 4 101 -2000022s 0 M D @
I Navigate to the first page of data
4 Navigate to the previous page of data
4 Navigate to the next page of data
M Navigate to the last page of data
] ® Go to specific line item entered in search box

Multiple Column Sorting

Clicking on a column in the results window enables the user to sort the data in
ascending or descending order.

Here is an example of how to use multiple sorting:
e Click a column header. The data is sorted in ascending order and the

following icon appears in the column header: “This indicates the first level
sorting.

e Click another column. The data is sorted in ascending order. The icon in the
first column changes to: . The following icon appears in the second column:
2 . This indicates the second level sorting.

e Click another column. The data is sorted in ascending order and the following
icon appears in the column header: £
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e Click the same column again. The data is sorted in descending order. The
icon in the column header is changed to: +.

e Continue to click column headers to deselect and then reprioritize the sorting
order.

The following image shows the example explained above:

Users
%Y HE =
Cert
LastHame <4 FirstHame 4 UserlD < Email Status  Expiration PROFILE ACCESS
Date
Training User1 Al xatraininguser1140072 THgo@caise.com Active 10/31/2014 DT DT
Training User2 Al xatraininguser2 140073 THgo@ caiso.com Active 1003172014 Ij| ﬂ'
Training Userd Al xatraininguserd140074 THgo@ caiso.com Active 10/31/2014 Ij| ﬂ'
Training Userd Al xatraininguserd 140075 THgo@caiso.com Active 100312014 Ij' ﬂ'
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Export Menu

Export Al
Export Page
Export Wizard

Export All All data points will be exported to Excel
Export Page The current page will be exported to Excel
Export Wizard The user can customize the data export

Export Wizard

The Export Wizard enables the user to export data in the following three file types:
e Export Excel
e Export CSV
e Export Word

EEEEIE] ovor

Export CSV

Export Type

Grid 1: User

Export Word

Column Na oisplay Hame Visible Column Width
Last Hame Last Name &4
First Hame First Mame &4
UserlD UserlD &7
Email Email 127
Organization COrganization 127
Status Status 42
Cert Expiration Date Cert Expiration Date 63
Account Type Account Type Rows to Export | AllRows EI

The Export Wizard can be customized using the following options:

e Enable Grid Export: If a display contains multiple grids, the user can select
specific grids to export. (Note that the CSV format can only export one grid).

e Display Name: The user can modify the name of a column that will appear in
the data export.

¢ Enable/Disable Column Visibility: The user can select which columns to
include in the exported file.

e Custom Column Width: The user can choose to modify the width of a specific
column

e Rows to Export: All Rows, or the Original Page
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Date:

Once the user has selected the export parameters, click the Export button to generate

a file.

Note: The maximum number of rows that can be exported is 10,000. If the number of
rows available exceeds 10,000, only the first 10,000 rows will be exported. It is
recommended to use filters to limit the number of results that are displayed in
order to export all rows.
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