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Deactivation of Transport Layer Security (TLS) 1.0 & 1.1

SUMMARY

The California ISO will be deactivating Transport Layer Security (TLS) 

1.0 and 1.1 in the market and performance (MAP) stage environment 

on September 6, 2017, and in the production environment on October 

16, 2017. Deactivating these older TLS protocol versions aligns with 

industry best practices for security and data integrity. It is necessary for 

market participants to enable TLS 1.2 as soon as possible in browsers 

and APIs.

The full notice is available here:

https://www.caiso.com/Documents/Deactivation-

TransportLayerSecurityTLS10and11.html
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WSDL Re-design

• The ISO has begun gathering security requirements internally

• The ISO seeks input to see if participants require 

– Non-repudiation of transactions

– Other security or audit requirements typically implemented at the 

message level

• Our objective is to right-size the security while also providing a more 

straight forward implementation and still meet execution speeds
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Wrap-up
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