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1. Introduction

The ISO maintains a network protocol called Secure File Transfer Protocol (SFTP) to provide
secure file transfers to its users. The main use of the ISO’s SFTP is to transfer MRI-S financial
statements. Itis also used to transfer other sensitive files to and from the 1SO.

2. Purpose

The purpose of this document is to provide instructions for users who need to establisha
connection with the ISO’s SFTP service in order to transfer MRI-S financial statements or other
files.

3. Prerequisites

Before attempting to connect to the ISO SFTP server from a secured corporate network, a user
may need to work with the company’s network or security administrators to configure a firewall
for access. The firewall may require a rule or policy based on an IP address rather thanon a
name.

The IP information is considered sensitive and is not available in this ISO Public document. A
version of this document containing the IP information can be found on CAISO’s developer’s
website under the MRI-S application.

https://developer.caiso.com/

4. Requesting an SFTP Account

Users must request an SFTP account to securely transfer files with the ISO. To do so, users
must:

1. Complete an SETP Application Access Request Form (AARF), which can be
accessed through the CAISO homepage.
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2. Create a SSH public and private key pair.

3. Sendthe SFTP AARF and the public key to the ISO using the instructions in the

SEFTP AARE.
by ! L
-@— Note: Public keys should be saved as a plain-text file when submitting
4 = i to the ISO.

5. SFTP Provisioning
5.1. SSH Authentication

Authentication to the ISO’s SFTP server occurs by means of a cryptographically linked pair of
keys called a secure shell (SSH) key pair. This method, more secure than standard
username/password authentication, is called SSH key-based authentication. One key in the
pair is public and the other key is private. The public key can be freely shared. The private
key should never be shared. A security action performed by one key in the pair can be verified
only by the other key in the pair. Proof of identity is one such action. In this way, the ISO can
validate a user’s identity assertion using the user’s public key without ever needing the private
key. One distinct advantage of SSH key-based authentication is that the user can automate file
transfers without needing to hardcode a password in a script or program.

5.2. Client-Server Model

SSH authentication uses a client-server model. Using a pre-established network “socket” (a
combination of host address and port), the server “listens” forincoming SSH connections. The
client (SFTP user) initiates the connection then verifies that the serveris known to it by
acknowledging the public SSHkey that the SFTP server presents. The client then presents its
own credentials by performing an operation that demonstrates proof of control of the private
key, but does not require presenting the private key itself, which would defeat the security
entirely. The server validates these credentials — that is, verifies the client operation — by using
the user’s public key to perform the inverse operation. Cryptographic proof is assured by use
of SSH keys with adequate bit strength.
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5.3. Key Strength

The strength of a key is measured in bits. The higher the bits, the more resistant a key is to
attack. With bit strength, however, there is such a thing as too strong (too many bits) , which can
lead to performance problems in some computing environments and which provides more
security than risk warrants. Advances in computer power sometimes lead to deprecation of
certain levels of bit strength that become computationally feasible to defeat in a relatively short
period of time. Key bit strength is expressed in increments of powers of two and often in
increments of 210 (1024). Bit strength of 1024 does not provide sufficient security against
today’s powerful attack agents. The ISO will not accept a 1024-bit public SSHkey. Current
required bit strength for ISO SSH key pairs is 2048.

5.4. Purpose of Public and Private Keys

Each key in the SSH key pair is a text thread with special meaning. The keys are
mathematically linked such that one key cannot be derived from the other key and only one key
can decrypt a message encrypted with the other key. The striking characteristic of the key pair
is that one of the keys can be freely distributed publicly without compromising the other key that
remains private.

6. SFTP Setup Procedure
6.1. Required Client Software

All required software is available at no cost and with high quality standards. There are different
software tools and methods for different computer operating systems (Windows, Mac OS X, and
UNIX/Linux). The ISO does not endorse any particular tool or method. The ISO does, however,
have experience with what users seemto prefer and find easier to use, and the following
instructions reflect that experience. In some cases, downloading tools fromthe internetis
necessary. The ISO cannot assume responsibility for software its users choose to download in
order to connect to the ISO’s SFTP service. When downloading software from the internet,
always follow good security practices, such as the following:

1. Use software or a service that blocks internet sites commonly acknowledged to be
disreputable.

2. Use software or a service that checks each download for malware and quarantines or
discards downloads infected by malware.
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3. Verify the integrity of a downloaded file. The SFTP protocol has built-in integrity checks.
Optionally, users might also prefer to apply a standard method of comparing a hash of
the file to a hash value posted by the software a publisher has posted.!

6.2. User Tasks

In order to accomplish authentication using SSH keys, the user must perform these tasks:

1. Create an SSH key pair.

2. Sendthe SETP AARF and the public key to the ISO using the instructions in the SETP
AARF.

Install the SFTP client software.
4. Configure an SSH authentication agentto the private SSHkey to connect to the ISO’s
SFTP server.

The user therefore needs:
1. Atoolto create an SSH key pair.

2. SFTP client software.

6.2.1 Download Tools to Create an SSH Key Pair

Downloading Tools with Windows
For Windows users, an excellent choice for transferring files is the free WinSCP software.
WInSCP includes the PUTTY tools required for creating SSH keys.

Download the latest version of WinSCP from here:

https://winscp.net/eng/download.php

WinSCP guides, including download and installation guides, as of the latest version of this
documentation, are:

https://winscp.net/eng/docs/quides

Detailed WinSCP installation instructions are available here:

https://winscp.net/eng/docs/installation
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Downloading Tools with Mac

Mac and Linux/UNIX users have a built-in command-line tool called ssh-keygen for creating an
SSH key pair in one step. The basic command to create an SSHkey pair of type RSA and
length 2048 is:

ssh-keygen -trsa -b 2048

Users will be prompted to name the key and optionally provide a passphrase. In this example,
the process results in a public key MyPrivateKey.key.pub and a private key
MyPrivateKey.key. Users should create a key pair. Keep the private key and send the public
key to the ISO using the instructions in the SETP AARF.

[~]15 ssh-kevgen -t rsa -b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/home/me/.ssh/id rsa): MyPrivateKey.key

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

[Your identification has been saved in MyPrivateKey.key

[four public key has been zaved in MyPrivateKey.key.pub

The key Iingerprint is:

SHA?56:hfZqlxgklD10nRT 4,/ mOEWQQoZafTALQCS5SFm3H5SRBwW

The key's randomart image i=:
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6.2.2 Create an SSH Key Pair Using the PuTTY Key Generator

To create a public and private SSH key pair using the PUTTY key generator tools, followthese
steps, which assume use of PUTTY tools using the WinSCP graphical user interface:

1. Start WinSCP.

2. Click Tools | T =l

3. SelectRun PuTTYgen.
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' &1 Login EIE@
|;_.{1" Mew Site Session
File protocol:
Host name: Port number:
222
User name: Password:
Save |v Advanced... |v
Tools - Manage - Login Close I [ Help
— Import Sites...
Import/Restore Configuration...
Export/Backup Configuration...
Clean Up...
| Run Pageant
Run PuTTYgen
Check for Updates
— Preferences...
About...
4. Select RSA for the key type.
5. Enter 2048 for the number of bits in the key.
6. Select Generate to generate a public/private key pair.
by L i
-@- Note: Key pairs must be created using SSH-2 RSA encryption. Other
~ Y

formats will not be valid for SFTP authentication.
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@’ PuTTY Key Generator et
File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(®RSA (O DsA () ECDSA () EdDSA () SSH-1(RSA)
Number of bits in a generated key: ‘2048

7. Click Generate.

8. Randomly move the mouse pointer over the blank area in the key field. Randomness is an
important cryptographic concept. Sufficient randomness, also known as entropy, assures
creation of non-reproducible keys. When the PuTTY Key Generator determines that mouse
input is sufficiently random, it will generate a key pair and display the result.
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&P PuTTY Key Generator X
File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:
A
AAAAB3NzaClyc2EAAAADAQABAAABAQCWIVIBSalfuHkWevl RrGTyeghbkW2wXmwUvMT4cDISkyvWU 7XK
BGPnbPcVoM1Bx/2DaZ530bb0aPxFYu3G40lUgoGzdv6XDhvNY gAiDQoBeSyAtUBVoFKMafiFEpQpcdMMkaj

N+7glfyED9XILEitdLmISs79yGArcVdEHqd
+4RRYOIELMYAEX3alg8735DBI1J58/KuPSWDL/gMj0ugDpBImWMSISljuomAMEmMm2TRJbUCGVs 7TigTGCwM iRV
Key fingerprint: ‘ssh—rsa 2048 SHAZ256:3m4yNw3p7pVCO+KV+GepWREP/TO2wExu0DoySZKogJU ‘
Key comment: ‘rsa-key—2024061 8 ‘
Key passphrase: ‘ ‘
Confirm ‘ ‘

Actions
Generate a public/private key pair Generate |
Load an existing private key file Load
Save the generated key Save public key Save private key

Parameters
Type of key to generate:
(® RSA () DsA () ECDSA () EdDSA () SSH-1 (RSA)
Number of bits in a generated key: ‘2048

9. Click Save public key. Save the public key with a “.txt” extension.

10. Give the resulting public key text file a meaningful name. This text file will contain plain but
not human-readable text.

11. Keep the private key and send the public key to the ISO using the instructions in the SETP
AARF.
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Bl TextPad - C:\Temp'public-key.bat (== =]

NsHERE L naelax 2@ 8l C|frindincementaiy |2

! File Edit Search View Tools Macros Configure Window Help

public-key.bd =

-——— BEGIN S5SH2 PUBLIC KEY ———- =
Comment: "rsa-key-201e0301" i
ARAARINzaClycZERRRARJOQRAROFEAMnyrpmC)GezR6doHt 1ACS1HuoFopocudyO+a
cDSHzuakEHIgMCoTwyvEMOy T imXGiaUBe 50 YsPNFHIoml GrTS50as+QBHEdBETuD

RZD2cfimd2 TgbckDjOP] 3g7gglTy6Q75VES580eH1g02 vuKLIJDUOdE8 Ve LySMITJ
SaQnh94tal,/2U3+1cblXzTQif74/YgW45rXy+3iboWS0ECOvEPSF4QTLufDNFETA

DHbmn 3ApTIDeXoHA I EqVRE ZzWYgreveTTVINC119dYM7 twrcELIVy /U2 gb SugsSv+
ORzQNyL7=iEsnlrWbcRNSGsjl4a7UPnEFdeYc84grNpmkRiS0w==

-——— END 55H2 PUBLIC EEY —--—-—-

J 4 F

= 3=

For Help, press F1

-\@’- Note: Send the public key to the ISO via the instructions in the SETP
4 = A AARF. Do NOT send the private key.

12. Before saving the private key, type a Key passphrase. In general, it is important to apply a
strong key passphrase in order to encrypt the private key and to protect it for private use.
There are, however, some scenarios in which saving the private key without encryption (that
is, without a passphrase) is legitimate. One of those scenarios is use of the private key to
automate file transfers by means of an unattended script or program. In a case where the
private key is not protected by a passphrase, it is very important that the computer on which
the private key is installed is protected from intrusion by unauthorized users.

13. If applying a passphrase to the private key in order to encrypt it, re-type the key passphrase
to Confirm passphrase.

14. Click Save private key to save the private SSHkey inthe PUTTY format. If not applying a
passphrase to the private key, click Yes at the following PuTTYgen warning.
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File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys file:
ssh-rsa A

AAAAB3NzaC1yc2EAAAADAQABAAABAQCWIVIBSalfuHKWevL RrGTyeghbkW2wXmwUvMT4cDI9kywWU7XK
vwBGPnbPcVoM1Bx/2DaZ530bb0aPxFYu3G40lUgoGzdveXDhvNYgAIDQoBeSyAtUBVoFKMafiFEpQpcdMMkaj
N+7gifyEDOXtLEitdLmISs79yGArcVdEHqgd
+4ARRYXOIELMYAEX3al8735DBIJ58/[KuP5WDL/gMj0ugDpBSmWMSISljuomAMEmMm2TRJbUCgVs7TigTGCwWM v

Key fingerprint: |ssh—rsa 2048 SHA256:3m4yNw3p7pVC0+KV+GepWRtP/TO2w8xu0DoySZKogJU |
Key comment: rsa-key-2 py TTYgen Warning |
Key passphrase: |
Confirm Are you sure you want to save this key |
! without a passphrase to protect it?

Actions

Generate a public/private key p Generate

Yes No i

Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

(®RsA (O DsA (O ECDSA () EdDSA () SSH-1(RSA)

2048 |

Number of bits in a generated key:

Saving the private key in PuTTY’s format is required for the PuTTY SSH authentication
agent called pageant.exe. PUTTY uses a ppk extension (PUTTY Private Key).

The PUTTY format has additional security and convenience:

= |t contains the public key so that PUTTY can sendthe public key to the server

automatically.
= The keyis made tamperproof by means of a message authentication code (MAC).
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Q PuTTY Key Generator |I”E|

File Key Conversions Help

Key
Public key for pasting into OpenS5H authorized_keys file:
ssh1sa

AAAABINzAC Tyc2EAAAABICAAAC EAlmyrpmQ0jGsz ARdo Ht 14051 Huo Fopoudyl+ac | = |
D5Hzuak EHIgMCg TwQyf MGy fimXGia UKe 50 YsPNFHIcmIGrTS50as |l
+3BHbdb ETulkeZ DscfimJ 2 7abck DO P 3q 7agl Tyba 75VX S 80eHig D2wu KLIDUODEVN

c/Ly3MJ7ISa0nh94tal /21 3=4th Xz TQIf 74. g W A4Sy

Generate a public/private key pair

Load an existing private key file

Key fingemprirt: sshrsa 2048 c3:87:71:80:99:61:d1:80:26:4a:5c:58:ae:b: 14:c5
Key comment: rea+ey-20160501

Key passphrase: Ty

Corfirm passphrase: esessssssssssssssssnsns

Actions

-

Load

Mumber of bits in a generated key:

Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

(71 55H-1 (RSA) @ 55H-2 RSA (7) 55H-2 DSA

2048

Again the expected result is plain but not-human-readable text.
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@’ TextPad - C:\Temp'private-key.ppk |E”E”El

NeH8SRE s BR(ac|Es 2@y 8 iy

! File Edit Search View Tools Macros Configure Window Help

private-key.ppk

o |
-

PuTTY-User-EKey-File-2: ssh-rsa

Encryption: aes256-cbc

Comment: rsa-key-20160301

Public-Line=: &

AAAARINzaClyc2EARARRIQRAROEAnyrpmp0jGszR6doHE IACS1HuoFopocudyO+a
cDSHzuakEHIgMCogTwQy MOy T imXGiaUKeSQYsPNFH1eml GrT550as+QEHBAbETR0
xZDscfiml2 TgbekDiOP] 3gT7ggLTy60 T 5VES 80eH1 g0 2vuKLIDUOdEVHe/ Ly aMI 7T
S5aQnn94tal/2U3+1tblXzTQif74/YgW45rXy+3iboWS0ECOvERPSF4QTLufDNFErA
DHbmnj 3ApTIDeXoHASEqVEEZWYQr6yveTTVLNC119dYMTtwrcELIVyY/U2gbSugsv+
ORzQHyLT7siEsnlrWbcRNSGs] 14a7UPmEFdeYc84gripmkRi S0w==
Private-Lines: 14

KlsldzwZXE3bIi09cVEsSIFZEsCpRQIjbyvp0YCrJEEY10P1l jdor4CwHVIYVSWEAVE
ZfL1ujSgwibDzeD0zBneKxagigrkEbChbS,/bX¥QilesfEA1 yDrYeMdcWOTVv1JaPw
EVdOFRc/Ib0V2LokSYrfQMdPvI1tAS2XBJ1IGEcE4ict 8AWNg4C2C1iDAK1tWmRZ
S 3NgGyV1wleRavRrU4PzJBCHZkLatQadgi TyVEEOxhr 9 Tuh+PoleQs+QiK5LLcPL
Z99mPx1l/iM2jxa/nMB1YcvDEME M BwLEJCqpNETLusM4+pgMmEYZ 2+t 7i¥Yxwbwh
2ew3ftiLJ12PEMFqTpSC4gKid9gWULzQTGEJg+pCravi4 34 AZt+rAKUVETFdeNG
LpSNTTviMeWiFWXOgeQ¥XbEgeUh/bJlgVnt3owSEZnhyS5h5CFxUS4hTGNE14PAUVE
XeJwsrOOYwMxXn2 5FwO9YDBguXSXRHSKQQZEyE8JdfLaH/ fReRlenj I80AYEHeLm
4NapyhT/53XWFgETyNLDFmOpE2x/GPdw,/BAETHNfwXoaGwgsx0TtooyENrr95XQE
nQ9whTp8pP3/MWUL5TS591XFJtewcaznlcz T IMCwagkZF241y2h/TgOmPyCWnh3dE
1MdxjXWrxhBlag+TmgLsZHEQIKtnDee 3R 3]/ UkeCssbSTWwxGHLEhtyStnel7Ho
bUPCEabMPF/KE352U1cLezI0yBrazabMZcauo] 9y6Mn3vdSnlgBuhOEnREXKZQLS
nOexFUjoxeftMnSKucel duTmeveWRUFCh2LLTCPkDFZWoc INnREWY gZ PFoMdR v /MB
fFbghFANyWagl2chAd4sLk2QF6VkpFnenC+bHzsBecMEpNOEW ZXWEEHWj CiM808mrCE i
Private-MAC: cdfda76204efeab6d7751a9118e51424ee5353037

m

 « ,

Methods other than PUTTY or WInSCP for file transfer will likely require a private key in
OpenSSH format. Different users will have different needs.

If required, export the private key in RSA format by selecting Conversions > Export OpenSSH
key.

Owner: ISO Information Security Program Management Office
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ﬁ’ PuTTY Key Generator X
File Key Conversions Help
Key Import key
Public t Export OpenSSH key
ssh-rse - ~
AAAAI Export OpenSSH key (force new file format) TyeqhbkW2wXmwUvMT4cDISkyyWU7XK
vwBGF Export ssh.com key DQoBebyAtUBVoFKMafiFEpQpecdMMkaj

N+/gifycoemrcnucmosroyameyocrga—————————————————————————
+4RRYmOIELMYAEX3al8735DB1J58/[KuP5WDL/IgMj0ugDpBImWMSISjuomAmEmMm2TRJbUCGVs7TigTGCWM v

Key fingerprint: ‘ ssh-rsa 2048 SHA256:3m4yNw3p7pVC0+KV+GepWRIPTO2w8xu0DoySZKogJU |

Key comment. \ rsa-key-20240618 |

Key passphrase: ‘unnunnuu |

Confirm ‘oclooloclooloclc |
Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key i Save private key I
Parameters

Type of key to generate:

(®)RSA (C)DsA (O ECDSA () EdDSA (C)SSH-1(RsSA)

Number of bits in a generated key: 2048

15. Save the private key with a “.key” extension. As before, the expected result is plain but not
human-readable text.

Owner: ISO Information Security Program Management Office

ISO Public
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@' TextPad - C\Temp\openssh-private-key.key

===

6.2.3

3

NEH gsRBE L EBlo s

i File Edit

2T QY 4

Search View Tools Macros Window Help

Configure

openssh-private-key.key > B N ST 4=}

_|:| Find incrementally | _
s|: =

Proc-Type:
DEE-Info:

4, ENCEYFTED
DES-EDE3-CBC,C48A5F49597ADAOF

oraZg25XJsvmlR5rE /u8l060kvgbs TXhMHPELOQbga SxLEzWLSbgOK4G08apTnEK
kY¥Yirf+92zcHz5ToopzVoRJ+RAeRROXWQIvIzNZuUEMQUghYP4ubMhANpyEcxy4MFn
gf06geSP6znzh34,/vDRu9ebekHvZPCOF1ldytjpg2oX+vUD/9cT21/ipR/BE1IT3ul
tceHIBlngbbenHrnP2x4w/ /KO P3migYIivDPEeDo22Gy4GtBaSEf+tPIGHNEfzgTosog
8tlXBirg] SNYjgTLYINSUuirOMZ6vXREaXLo2EFgind THCnX thvOUrwDOUTYmp3
QenmkzskmT7Pg2ge+loilCO00vETWeIUe3cd4QCWITQTEtg93AHOG0 lcdYEfzeM,/ oeT
Bvx/hCIKTYTMrfDb9gfgn+kEidEKZw3VUXWWFY jByvPDA/ aETbwHPuCAhZpM1TEZ
RAROQZSfwtckxOoXuzExfollQdUcJB+X0dgHY,/ Cy1Nynk001XzV] 8 rMnK2mGmeCa
d9dblémCISVEibcHQI2gJ4kWgX1JhZG0G2pfx2dZ5ILR+0EsJB6+WWIFdSk+tHEEd
imZBz4AmIBGUCcMRpbCItopoo3VD4MvEk3ITPUyODTEyIiT9dETI2114pt2QPEERPH
pFMWOEwWWssGyLam?481eRjBYyy6ks/EaftGbGEDL/dQSSHrZJG/ qGvGEe+1heJ0w2
95CeXual4WTVICEldowvwEBISkHIxw4KACiQI/ L1kVbRaz1bvCYETEZTkORQYKUDC
EXhugeN3uz0gChoQnGEikFESgzQsZCI0QnLlkWwmoOasGnobesbuFZPEEQEHCER, I
TehYIL3cowyPWeTEFSTRRiu90cdsiyDCxVnpXN 6uge+Men(GsFAHmNgCcil+CncS
TTIcTvFEJ23K=sqagUY¥=sU0dk+s1RJikpcrC=somndgS34Ppayh? toz4L4XsZgl PFYJPwv
FVuQjGvME=sckEHN1PE//3wnmBoZlEtjgSQec9gEDLKaCCZrOYZxX1IN2cSEwrzSheXTry
vnXIWNT4xz3sh+LUESzhWLXDgSZLe8iviGnkgMNvISThPFRYy2iGN2550nZx2Nacll
Ewy/WEPeGnzdWo6ZvCsuECxTbghsJyiv++9t4VITZSwimkVAZ T3 7TpdtXmnRIeUES
2fnE1Ld=22R0TUeoGRx1SpYwvOYFARCE20UL1S/vi95AY38ntwl TWELTtWh2 LOgx0U
eXyvY2woIGviNWDhwbNEQvrXasw+BLeTKDzCEsVbos0kCOTVEYt XL/ tbFEgf sbWWL
hypyves6PNLVO+MOPivLzUBgGGeNgt 0eNkSEHEQCVOAHI PZFfXGOMT 1 tGbCaw+p oy
2L70pZiZTRQ=eVksBEKIIQbCHMsda+4951iriSotmZNSEZ2T7TIC0JREQUWINSEF4pXcCIE
W+ljcgsryzijclRCOIIsh]i rHAQPISw/SbFui/UlrliTmuShvE3Flexn¥XAdHYuddxE
CEEmMoANEImC] 8v4 ] vaWobmS TgrI1hMW 6T ZgWgANfMZ vSRELZUdGgghsSkZuG0kD
S5F6pw4/g0Ci2iug4+Weh+EfPTMN=tZFol24gdKGrU2B] 416 TH3HnNow=—

Complete the Setup Procedure

After sending the SETP AARF and an SSH public key to the ISO using the instructions in the
SETP AAREF, the ISO will create a Service Desk ticket for the newaccount.

6.2.4

What to Do about a Lost or Stolen Private Key

A private key is to be protected for authorized use. Itis deemed to be compromised when lost
or suspected to be stolen, creating the possibility of unauthorized use. In this case, create a
new pair of SSH keys, send the new public key to the ISO Service Desk, and request that SFTP

configuration be updated to use the newkey.

Owner: ISO Information Security
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Version: '
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6.2.5 How to Connect to the ISO’s SFTP Server
This section provides instructions for connecting to the ISO’s SFTP server using WinSCP
software.i
These instructions assume that users have completed the following tasks:
= |[nstalled WinSCP, including PUTTY tools.ii
= Created SSH key pair.
= Completed the SETP AARF and sent it to the ISO with the public key using the
instructions in the SETP AARF.
1. Configure WIinSCP to use keys for authentication instead of a password.
a. Launch WinSCP.
b. Fromthe WinSCP Login form, click Tools.
c. Select Run Pageant.
&Logm EI =] @
5 New Site Session
File protocol:
Host name: Port number:
22
User name: Password:
Save |v Advanced... |v
T"“'S' PEERE T Login Close ] [ Help
L Import Sites...
Import/Restore Configuration...
Export/Backup Configuration...
Clean Up...
Run Pageant
Run PuTTYgen
Check for Updates
Preferences...
About...
Owner: ISO Information Security Program Management Office

ISO Public
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d. Open Pageant fromthe Windows taskbar. The Pageanticon is a computer wearing a
hat.

o € 0
QB » ®

uag;

Customize...

e. Right-click the Pageanticon and select Add Key to open the Pageant Key list form.

Mew Session

Saved Sessions 3

View Keys
Add Key

Help
About

Exit

f. The PageantKey List formwill open. Select Add Key to open a Select Private Key
File dialog.

g. Navigate to the private key and select Open.

Owner: ISO Information Security Program Management Office

ISO Public
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@ Select Private Key File @
Pageant Key List @ - | +y | | Search temp Fe |
=~ 0 @
| #
MyPrivateKey.pp
m k
ey ]
Help ~  [PuTTY Private Key Files (*ppk) |
[ Cpen |v] [ Cancel ]

h. If the private key is encrypted with a passphrase, enter the passphrase and click OK;
otherwise just click OK to add the private key to the Pageant key list.

Pageant Key List 7 E=

Pageant: Enter Passphrase IE'

Enter passphrase for key
imparted-opensshkey

[ ok | | cancel |

Add Key Remove Key

Owner: ISO Information Security Program Management Office

ISO Public
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i. The resultwill be a private key in Pageantshowing the type of key, its bit strength, a
hexadecimal string called a fingerprint, and a key comment. WinSCP will use this key to
authenticate when the username in the Login form matches the key’s username. Vv

Pageant Key List @

sshsa 2048 he: 53 4e b b 94427 40:20:75:d5:0a:45:80:5a 26 imported-openssh-

it

2. Configure the WinSCP Login form to use the ISO’s SFTP Service.
a. Onthe WInSCP Login form, enter the following:

File protocol: SFTP

Host name: sfts.caiso.com

Port number: 22

User name: <ISO-provided username>

Password: <leave blank; the private key handles this>

4 server (synonymous with host). The ISO’s MAPStage SFTP host

\@' Note: sfts.caiso.com is the name of the ISO’s production SFTP
= name is sfts-ms.caiso.com.

Owner: ISO Information Security Program Management Office

ISO Public
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b. To save configured settings for future use, click Save[ sae I} and select Save
fromthe drop down menu.

c. Click Login to connectto the ISO’s SFTP service.

& Legin

E" Mew Site Session
Eile protocal:
SFTP -

Host name: Port number:

sfts. caiso.com 22 =

-

User name: Password:

<your-sftp-username = |

Save |"' Advanced... |"'

(Bloon 11 [ ome ] [ res

Owner: ISO Information Security Program Management Office

ISO Public
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d. The PuTTY login status, as depicted below, will display use of the public key and
associated username for authentication.

A Searching for host...

& Connecting to host...
Authenticating...
Using username <your-sftp-username >

Authenticating with public key “imported-openssh-key”
from agent.

Authenticated.
Starting the session...
Reading remote directory...

e. Theresult of a successful login will be a list of authorized ISO SFTP folders (on the
right) and local user folders (on the left). In this example, the user has access to
Voltage Stability Analysis (VSA) and Gas Burn Reports (EGB). A user who has
access to only one application would directly see all the files in that ap plication
folder. The user would not need to navigate into the folder to see the files.

f. Transferring and receiving files is as simple as drag-and-drop:

= User drags fromthe user folder (on the left) to the ISO folder (on the right)

toupload
= User drags fromthe ISO folder (on the right) to the user folder (on the left)
todownload
Owner: ISO Information Security Program Management Office

ISO Public
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Date Created:

12/1/2021

B e
Local Mark Files Commands Session Options Remete Help
[ B E3 synchronize | Bl ¢ | (48 | B Queue ~  : Transfer Settings Default AR
= |G New Session |
fc M=) * - D&% i/ <roots @ 2 B FindFiles | T
> > & (&
Ctemp\SFTP /
Name Name Size Changed Rights Oumer
4l 3.
I vsa 3/2/2017 8:57:08 AM roxgeeres user
£GB 9/28/2016 103850 AM - user
&> California ISO
< . 3
0B of0Bin0of 0 0Bof0Bin0of2
Command >
@ sFe3 0:01:21

Owner: ISO Information Security

ISO Public
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7. SFTP Quick Launch Checklist

Users can set up an SFTP account via these simple steps:

1. Download required client software.

2. Complete theI1SO SETP Application Access Request Form.

For more help with the SETP AARF, refer to the AARF Request Form Reference Guide.

3. Create SSH public and private key pair.

4. Send SETP AARF and the SSH public key to the ISO using the instructions in the SETP
AARF.

5. Loginto the ISO’s SFTP server.

-@- Note: The ISO’s SFTP server uses SSH key authentication rather
% = i than password authentication.

6. Transfer files or receive transferred files.

Owner: ISO Information Security Program Management Office
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8. SFTP Access Request Diagram

Use the ISO’s CIDI

application to create
Is the request for Are you the ) a ticket adding the
MRI-S access? YE UAA? YE SFTP AARF and
public key as
attachments

START the ISO SFTP
Provisioning and
Setup Process

NO NO
Complete the SFTP Ask your company’s
AARF and create UAA to request

SSH key pair access

A 4
Use the ISO’s non-
CIDI CAISO.COM
page to submit the
SFTP AARF and the
public key

A 4

( DONE )

i Ahashisa cryptographically generated fixed-length digest or summary of file bytes. To verifytheintegrity of a
file, compare a hash of thefile after download to a hash published by the software devel oper; the two hashes
must match exactly for youto besurethatthefiledidnot changein transit, meaning that downloaded successfully
and without corruption or modification. There are many ways to take a hash of a file. Built-in tools include
certutil.exe (Windows)and, on other platforms, md5sum, shalsum, and cksum. Full instructions are beyondthe
scope of this document but easilyfoundthrough Internet searches.

iiThe ISO does not endorse any particulartool or method. WinSCPis licensed as free software underthe terms of
the GNU General Public License (GPL).

it Thereis no requirement to use WinSCP software to connect to the ISO’s SFTP service. Users mightalready have
SFTP softwarethatwill work. ThelSO does notendorse any particular software for this purpose.

v pageantwillhold this key until the computer is restarted or Pageantis closed.

Owner: ISO Information Security Program Management Office
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