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Housekeeping

Make sure to If you have a If you want to
keep yourself qguestion, you ask a
muted unless may either guestion, you
you have a ask over the can virtually
question phone orin ‘raise your
the chat hand” in
WebEXx

A v/
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I
Agenda

In this training, we will:

Learn the differences between the old/current
certificate creation and renewal process and the |/
new certificate creation and renewal process

4
. . 4
:_noXIrMat and discuss an overview of the changes ‘#/

Walk through the new certificate creation and
renewal process (demo)

Discuss next steps
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Current Certificate Process

UAA CAISO End User
Add "a Send certificate
User " request to user

CAISO End User

<

Key in

information and
passcode

Retrieve cert with
Verify data and passcode and install

approve root + cert (in correct
(3-10 days) order)
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New Certificate Process

.
— —_—
A4
— Download
UAA downloads e

certificate from AIM “bundle”
and emails to end e

user — . Email public key

4—‘ @ .— Cert

passcode

End User

Note: Cert “bundle” includes both root and certificate
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Reminder

Calendar Today's Ouflook  Recent Documents  Daily Briefng Careers  Contact Us

I's . I:O .
CGI' rnia ISO Search... P|
11
. e I I I e m e r O e - ABOUT US PARTICIPATE STAY INFORMED PLANNING MARKET & OPERATIONS RULES I1SO EN ESPAROL

d u pl icate” yo ur About Us Release planning analyzes the impact of initiatives

Participate . R S
The release planning process assesses market initiative implementation impacts to

L
u S e r e m a I I Stay Informed : determine target timeframes, project milestones and other resource considerations. It is a
POSEERE CORNIIEES collaborative process between the SO and market participants to optimize the costs and
BRI P benefits of the implementation approach prior to committing resources
addresses for best =
BT Plans and schedules

Release Planning Implementation Milestones 3122023 1158

performance! e

: - Market performance and planning forum
Regional Collaboration

Release user group web conferences
Western Energy Imbalance

Market Market simulation forums - fall 2023 releases

. . Market sil ion forums - i 2023
* [nstructions on this -
Regional Solutions 2023 releases
Subscriptions and notifications Independent 2023
Meetings and Events Mancet_ i fn_rums-' L
Operations notification system
Board of Governors and Operations system improvements enhance

Committee Meetings (=) Public key infrastructure (PKI) usability

Customer Partnership s AIM Email Update and De-duplication Instructions
u - T WEIM enhancements

Note: For certificates for access to confidential data covered by NDAs, it is important that

end users use the email address they provided in their Exhibit A to the NDA their

company submitted.
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http://www.caiso.com/CBT/aim-email-update-and-de-duplication-instructions/content/index.html

Browsers

Note: if in incognito or private modes are used when downloading
certificate as an attachment, it will force you to “Save As”. Otherwise, this
behavior does not happen in Chrome or Edge.
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OLD AIM Certificate Tab

Certificate Renswal - - 0 ® +

X @ aim.caiso.com/aimui/logon.do

T : - )
&7 California ISO | Access and Identity Management << xcaawu oo

.5h(||1;|1‘f_| & Renewsd Fulure

o | o | e | e | o | s | s

userid [ | FirstName ; .
LastName [ | Organization [[ALL] ) Aee
Users With Expiring Certificates [s
DY M= M4 1 - 25 o4 B Ml Jeo Rows [25 |
T N e e e R
_W---W
09/06/2023 RENEW
09/06/2023 LET_EXPFIRE W
09/06/2023 REMEW W
09/06/2023 REMEW W
09/06/2023 REMEW W
09/08/2023 REMEW W
09/06/2023 REMEW W
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o
NEW AIM Certificate Tab

® My Users Expiring Certificates - - X +

< X @ maptest-aim.caiso.com/aimuiflogon.do

a California ISO = Access and Identi

.Shnping & Renewsd Fulure

UAA Profile UAA= Uszers Applications —‘ Manage Certificates ’7 ACL Groups Access Request Endorsed Access Request Email Configuration

My Users Expiring Certificates  Recenily Renewed Cerdificates

Management SO XCAX WD A

userid [ | FirstName Email | | Certificate Expiration [[ALL___ v
Last Name Account Type | [ALL] w

[ SelectAl | |  GenerateCerificate ||  LetExpire |

My Users With Expiring Certificates
Y MW Rows
P e e e T —
(] 02/15/2024 oK Active
O 02/15/2024 oK Active
(] 1110712024 oK Active
O 111172024 oK Active
O 111182024 oK Active 2 [
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Creating a New User

To start the certificate creation process for a new user,
create a new user in AIM on the Users tab (no changes).

Create New User - -0 ® =+

& X 8 maptest-aim.caiso.com/aimuiflogon.do
9 California ISO | Access and Identity Management <> xcaawo®
aping @ Renswed Future

UAA Profile UAAs Applications Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration

Create New User

First Name * Sam

Last Mame * Smith

Emiail * ssmith@cempany.com
Phone 9169999999

Address 1

Address 2

City

State Postal Code |
GCountry UNITED STATES ~ |
Account Type * [ EXTERNALS ~]|

[ swomit | [ cancel ]
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New Process to Renew or Expire Certificates

To renew a user’s certificate, click the box next to the
name(s) and click the Generate Certificate button.

G X DR E

"‘% California ISO | Access and Identity Management

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request Endors

My Users Expiring Certificates  Recently Renswed Certificates

b [t [ e

Last Name

| Certificate Expiration [[ALL] v

Account Type [ [ALL] ~

My Users With Exp

T){ Rows 25 v
Mm Cert Expiration Date|Cert Expiry Statug|Cert Status|PROFILE|ACCESS

®30073 02/15/2024 Active

B Entustt
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-MMI |m_m
Marli ®30157 1/07/2024 OK Active
John *30201 1112024 OK Active

O & 5- *30208 11/21/2024 OK Active
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New Screen to Create and Renew Certs

To create a new certificate, click on the Recently Renewed
Certificates link.

My Users Expiring Certificates - - X +

&< p 4 8 maptest-aim.caiso.com/aimuiflogon.do
‘,’6“: California ISO = Access and Identity Management << x ¢ aa
5h:|||i|1rJ a Renseead Fulure

WAA Profile UAAs Lizers Applications Manage Certificates ACL Groups Access Request Endorss

Recently Renswed Cedificales

My Users Expiring Certificates

| Certificate Expiration [ = 90 Days v

Account Type [ [ALL) v

UseriD | | First Name

Last Name

| SelectAl |
My Users With Expiring Certificates

Rows

CREvEE
m Cert Expiration Date|Cert Expiry Status|Cert Status|PROFILE(ACCESS

2 No Data found
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Demo

My Users Expiring Certificates - - X +

&< X 8 maptest-aim.caiso.com/aimuiflogon.do

“% California ISO = Access a

Shaping o Renewed Fulure

| Certificate Expiration | = 90 Days v

Account Type [ [ALL) v

Rows
Cert Expiry Status|Cert Status|PROFILE|ACCESS
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Questions
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Cert Statuses in AIM

Cert Status Definition

Active AIM has just started processing the certificate.

Getting Ready To Email Password The certificate has been downloaded and AIM is about to
send the password to the user.

Certificate Available for Download The certificate has been created and is ready to be
downloaded by the UAA.

UAA Did Not Collect Certificate After the certificate was ready to be downloaded, the

UAA did not download it. Note: CAISO only keeps the
certificate for 5 days. After 5 days we remove the
certificate information and you will have to create a new
certificate request.

Completed The certificate process has completed.

Something Went Wrong — Certificate =~ There was failure while trying to process the certificate. If
this status has not change after approximately 2 hours,
contact customer support.

Invalid Cert Request The certificate request was deemed to be invalid. This is
a very rare occurrence. Please contact customer support
to determine why this occurred.

Password Emailed to User The password has bene emailed to the user.
Processing Before Provider CAISO is processing the certificate request.
Processing At Provider The certificate is being processed by the certificate
provider.
&> California ISO ISO PUBLIC — © 2022 CAISO




Certificate Instructions

Certificate instructions on email have been updated to

reflect the new process.

Deear User "52 Ix302067,

The p d below 18 requered to msiall your Calsformia IS0 CMA Certificate. The cemificais wall be provided 1o you by & User Access Admenistracor from withan yoar
OrERNITAIRON.

Pasgword © 86 0w R ENT

Fon matroctioss os how to imiall vour cenifi

Tf wou bave any flarther quesnons, conaet ooy suppedt deak ar Servw eDeslciloman coen oo (BEE) BES.045)

Few moee mloamnaten relsied 1o the Applcstons Access Roquest proces, viia the 150 Syatesn Accewi and Caldigeda 150 Applaations docummestziion posied om our

By reqoesting secens to 150 apphestioas o teals, vou may scesien e

— & California ISO
CAIS0 Mentty Managrment Operations

CeplheatHequests fears com

Heene > Documients By Group

(=) Certificate Installation Instructions [T
) instructions for Registering for Your New Digital Certificate  sa1202 128
1) cAISO Customer Certificale installation Instruetions.  stac 1437
Starling Octaber 2023
T inztructisns far Renswing Your Digital Certificats  BI100E 125
'ﬂ CMA Certificate Installation Instructions AT 1256

ABDUTUS PARTICIPATE STAY INFORMED PLANNING MARKET & OPERATIONS

Search

RLILES

150 EN ESPANCL
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Certificate Error

If:

* Your user has
never had a
previous CAISO
certificate

* You are still using
the old AIM URL
(pre-F5 project)

™ ' "
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Other Errors

« Make sure your organization whitelists downloads from
the website “aim.caiso.com”

« White list emails from the domain “caiso.com”, so users
can receive their password emails.

* Notify users that the emails will be coming from

“caiso.com”.
— If they typically do not receive emails from CAISO, it may go into

their spam folder.
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Other Errors

 When downloaded, the certificates are in a .p12
extension.

* Your organization will need to allow internal email
attachments with .p12 extensions.
— Some organizations may restrict this type of attachment.
— If this is not possible, you will need another method to share the
certificates with the users.
« Some email systems may have issues sending these
type of attachments (ex: Mozilla Thunderbird)

SSMITHX30215 (2).p12
=i blob:https://maptest-aim.caiso.com,/8632ef3d-a56b-4c87-9461-116b9139dag9

Show in folder
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N
What You Need to Do

* Your AlIM profile has been automatically updated with the
new functionality.

« When you are ready to create or renew a certificate in
AlIM, use the quick reference guide located on the
caiso.com learning center here.

— The job aid has also been added to the “Application access”
webpage on caiso.com

— AIM user guide has been updated

* Report any issues with the new process via CIDI ticket if
you encounter them!
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https://www.caiso.com/participate/Pages/LearningCenter/default.aspx

Questions
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Thank you for your participation!

| Smi yCOMpPany.com

For clarification on anything presented in o | LT | emememempen
this training, send an email to: o . | ® Customer Readiness
CustomerReadiness@caiso.com @ | |

Bec.. |

For any other questions or stakeholder .
Subject huesﬁon about Training

specific questions or concerns, please
submit a ticket. | CustomerReadiness @caiso.com I

% C(Jlil:orn ia ISO MO rket & California ISO
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Appﬂcaﬂorl Access About Us Release planning analyzes thedfipact of initiatives
Participate The release planning process assesses market initiative implementation impacts to
@ AIM Actess and ldentity Sy =) determine target timeframes, project milestones and other resource considerations. It is a
Mansgement ErEilard ERinTiEE collaborative process between the ISO and market participants to optimize the costs and

Stakeholder Processes benefits of the implementation approach prior to committing resources.

Recurring Stakeholder

AIM r Trainin
Plans and schedules
I I & Di &) implementation Milestones 2142023 1158
Meetings
Market performance an: d planning forum
Regional Collaboration Release user group web conferences

Information

@CIDI Customer inquiry Dispute and

Western Energy Imbalance

WWW.Ccaiso.com
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