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Introduction

The Access and Identity Management (AIM) application was developed to improve the process for
requesting, obtaining, updating and maintaining user access to ISO applications.

The ISO maintains approximately 13,000 secured customer accounts granting access to roughly two
dozen ISO applications. Each customer has designated one or more individuals within their organization
to act as the User Access Administrator (UAA), authorized to initiate and maintain access to ISO
applications.

The AIM application provides registered UAAs with the ability to view application-level access for all of
their organization’s users as well as any users from other organizations who have access to their
resources (endorsed users). Additionally, the AIM application will allow the established UAA to view the
expiration date of their users’ certificates and automatically request a renewal from within the application.

If your organization has not established a set of designated UAAs, the following items are required:
1. Hawe an executed agreement with the ISO.

2. Review the ISO User Access Administrator Establishment and Requirements.
3. Identify the designated UAA(s) and submit a User Access Administrator Agreement form

UAA(s) can perform the following tasks in AIM:

Create another UAA

Create new users

Update a user’s contactinfo (i.e. email address, etc.)

Update the Weekly Expiry Email notifications of when users’ certificate are going to expire.
Renew or revoke user’s certificate access

Add/remove user’s application access

Submit initial endorse user access

Provision endorsed user access

Review access request history

View a list of Authorized Entities, Authorized Contracts, Associated Applications, Endorsed Users
without Access

e Create/Modify/End Date ACL groups

Should you have any questions, please submit an inquiry through the CIDI application / Contact Us page,
or contact your designated Client Representatives.

Navigatingto AIM

There are several ways for a user to access the AIM application. Users can navigate to the links below
and select AIM.

1. Through the main portal landing page here: https://portal.caiso.com

2. Through the Market Participant Portal here: https://mpp.caiso.com/

3. Through the WEIM portal (access for WEIM entities): https:/Awveim.caiso.com/

Note: A certificate can be obtained by following the instructions for becoming a UAA for your company in
the Introduction section of this document or by reaching out to an existing UAA of your organization to
create one. Please keep in mind only UAAs will have access to AIM.

7
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Acknowledgement Message upon Login

The aCknOWIedgement MUST be & California ISO ' Access and Identity Management

accepted to use the AIM o
application. The following screen (F 6R0aF e 16 AN S6kalon, 1 UAA it s 5 1 TORDIHIG s s Soritions
i 1 i A A + All application access requests will be submitted from established UAAs based on their area of responsibility.
VVI" appear the fIrSt tl me a U Iogs « Users requesting access to ISO systems must be authorized by the UAA for the specific s and being ted based
1 1 on the user’s role.
In tO AI M an d ag al n arO U n d th e « Al 1 by your pany in AIM, or on any ISO Application Access Request Form or Device Certificate Request form,
. . will be current and accurate to the best of your company's knowledge.
b eg Innin g Of e ach Cale n d arlr year « UAAs will immediately revoke a user's access to ISO applications when such access is no longer required due to the user's termination
or a change in their job responsibilities.

« All transactions occurring under a user’s certificate are the responsibility of that user.
« Sharing certificates among multiple users is not allowed.
« If a UAA or user believes a user's certificate has been compromised, the UAA will contact the ISO immediately to revoke the certificate.

After the bOX iS Ch ecked and th e « UAAs will not provision any user or API access to an I1SO production system for purposes.
. . . « All matters concerning the use of this will be g by the terms set forth in the company's existing agreements
Submit button is clicked on, close st N
. Check the box and submit to accept above UAA terms and conditions.
the window and reopen the AIM =

Please contact your client representative at 916-608-7320 with any questions.

application to begin using AlM.

Create New Users

If you are creating a UAA from a user you have just created, please ensure that you have first
downloaded and emailed the certificate to that user prior to the UAA creation process. Please
see “Downloading Email Templates with Attached Certificates" section for instructions.

The Users tab providesthe ability to view a list of users. The UAA will access this screen to
create a new user.

The user list separates into three sections:
1. My Users — users who belong to the UAA’s organization.
2. Users Endorsed to Us — users of other organizations that are requesting to be
endorsed to your organization
3. Users Endorsed by Us — users from another organization granted/requested access to
specific Entities, usually an SCID, or resources in specific applications.

How to Create New User

1. Add new user, navigate to the Users tab and click the Create New User button.

UAA Profile m Users 1 anage Certificates .
Userto [ | FirstName Email Certifi
Last Name Status [ Active | Accou

Users (Last Refreshed on: ) ” Users Endorsed To Us {Last Refreshed on: ) H Users Endorsed By Us |

Create New User

My Users

? Rows
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2. Enter the user’s first name, last name, individual’'s email address, and address

information.

3. Select an Account Type of Externals for an individual person or Externals_System for

system accounts. Click Submit.

Create New User

First Mame *

Last Name *

Email *

Phone

Address 1

Address 2

City

State

| Postal Code |

Country

UNITED STATES w |

Account Type * | EXTERNALS b
Zancel
EXTERNALS_SYSTEM :l

4. Newly Generated certificates will only be available to be downloaded by the UAA and

emailed to the user for 5 days under the “Manager Certificates” tab . Forinstructions,

please go to the “Downloading Email Templates with Attached Certificates” section by
clicking here. This step is required before submitting an Access Request and/or creating

a new UAA froma New User

Note: Access Requests will be rejected for a new user certificate if a UAA has not downloaded and

emailed the certificate tothe user. For the status of a certificate, please see the “Cert Status” column on
the “My Recently Renewed Certificates” section of the Manage Certificates Tab. For an explanation of a
certificate status, see section “Certification Status in AIM.”

How to End Date a User and a UAA

1. Toend date a User, navigate to the User tab. Under the My Users section, select the
user that is being end dated. Click the user’s profile button to initiate a new pop-out

window.

& California ISO

Last Name

Access and Identity Manag
e | ot | N

Status |Adive v|

Email Certifical

Account

Users (Last Refreshed on: ) ” Users Endorsed To Us [Last Refreshed on: ) ” Users Endorsed By Us |

Create New User

My Users

2V My #
st

i T~ | @ | &
=

Rows

¥
—
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2. Click the pencilicon under User Profile. Fromthere, go to the End Date section and put
the desired date — click Update when complete.

User ID: Emp No: User Name:

User ID: Emp No: User Name: e
User Profile
Update Lancel &
Emp No ’!
= Y=y Emp Type. EXTERNALS
User Profile User Certificates UserD

First Name
Last Name
Organization

Emp No — Email
Emp Type Phone Numbsr|
usertD e
First Name Address 2
City
Last Name e
Organization Postal Code.
Email Country UNITED STATES
Phone Numbet StartDate _ 11/20/2023
Addi EndDate 030472025 | e,
ress 1 Sutus [Achve

Updated By
Updated Date

3. Similar to the steps above, to end date a UAA navigate to the UAA tab and click the
UAA’s profile button to initiate a new pop-out window.

4. Navigate to the UAA Profile section and select the pencil icon. Fromthere, go to the End
Date section and put the desired date — click Update when complete.

User Profile UAA Prafile User Profile U, Profile
oo [

;r’v: gv- ::'1 Explry Emad :. - mp Type Woskily Explry Emad Yo v
Fist Name UAA Agreement URL I::: :’m s o~
L ant Name Stant Date ¥23702 et Mt UAA Agresment URL
Ovganization End Date 123112098 S
Emall Updated fiy rasakintion e~
';::'" "'"""" Updated Date 041272022 1652 e End Date
addrens2 et

User Certificates wddross 1 Updated Date 04122022 16 52

widress 2

Note: To quickly remove UAA privileges, change the End Date to yesterday’s date.

REMINDER: Once a UAA profile has been end dated, the authorized contracts and entities will need to
be wiped out. To perform this task, highlight each contract and entity and click “X”.

Authorized Contracts:

Authorized Entities: | e e

Entity |Entity Type

Submit Access Request

The UAA will use the Access Request screen to submit new application Access Requests as
well as view the status of submitted requests. Access requestswill be rejected for new
certificates if a UAA has not first downloaded and emailed the new certificate to the new user.
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How to Submit an Access Request

1. Navigate to the Access Request tab. Click the pencilicon to add a newrequest — this
will allow you to either add a new row, update, or cancel.

“-‘: Cc:|i|:9rr)ig 1SO Access and Identity Management <= xcaauwoa

New Request  Request History

New Access Request

m |

> No Data found

Data and i ing(TP) requires 1SO Legal department approval before access request submittal.
anue:(s vmrmm approv:d legal ducumem w||| be Rejected.
Select Users ” Select Applications and Roles H Copy Cumrent User Access |

Available Users Selected Users

Y iz Y iz

Last Name 7" |First Name 7*|UseriD)| Last Name | First Name | UseriD)|

2. Click the New Row button.

“‘3 C0|if9rni9 ISO Access and Identity Management < < x

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request

Mew Request Request History

New Access Request

Newrow || Update || Cancel |Jy
T —T |

3. Typea description for the request and click the Update button.

I e R
. Mo Data found

I resting for Us=r Guide| * NATRAININGPOCHMOOTS
11
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4. Fromthe Select Users tab, choose the names from the list of Available Users. (Note:
Use “Ctrl + click” or “Shift + click” to select multiple names).

Access and Identity Management <= x -

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request

Hew Request  Reguest History

New Access Request

& A4
=

Testting for User Guide

Access request for applications CRR, CRRFNM, M
with legal

ut app

will be Rejected.

(SIS :M

fand Transmission Planning(TP) requitg b

J Select Users ” Select Applications and Roles ” Copy Current User Access

Available Users

2 Y 3=

T T N

Selected

> Mo Data 3

jd All

Remove

Remove All

NGte: If the middle buttons (Add All, Add, Remove, and Remove All) are not visible, please click on the
UAA Profile tab, then the Access Request tab, and then the Request ID number. The buttons should

reappear.

5. Click onthe Select Applications and Roles tab.

6. Click on the desired applicationand role and click the Green Add button. (Note: Use
“Ctrl + click” or “Shift + click” to select multiple applications).

7. (Optional) To remove access, click on the drop-down button in the Action column in the
Selected Applications/Roles section to change the selection from ADD to REMOVE.

Select Users || Select Applications and Roles || Copy Current User Access ‘

For Endorsed Users, ADS proisioning at th resource level (ACL groups) and Applications not isted below, plaase use this form

Avai A

PP

A

':\

EXTERNAL READ-ONLY

ADS Automated Dispatch System

[ Remove | =
e —

ADS Autorratzd Dispatch System EXTERNAL READ-VIRITE Motes: The requested rodes will be highli
BAADP Balancing Area Authority Operstor Portsl - EXTERNAL BAA OPERATOR. Flaasa edit or remave the conflic
BEAP Base Schedule Aggragation Portal EXTERNAL BSC READ-ONLY

BEAP Base Schedule Aggragation Portal EXTERNAL BSC READ-WRITE

BSAP Basa Schedule Aggragation Fortsl EXTERNAL EIM ENTITY READ-ONLY

BAP Base Schedule Aggregation Portal EXTERNAL EIM ENTITY READ-WRITE

<ol Gustomer. Inquiry. Dispute and Information EXTERMAL SDS READ-WRITE

ciol Custorner, Inquiry, Disputs and Information  EXTERMAL IMS READ-WRITE

CMRI Customer Market Resuls Interface EIM ENTITY REPORTS.

CMRI Customer Markat Results Intarface EIN TO DPERATOR

CMRI Customer Market Resuls Interfaca EIM NON TO REFORTS

MASTERFILE Master File (MFRD) EXTERNAL OFERATOR Rt

MASTERFILE Master File (MFRE) EXTERNAL READ-ONLY Select Applications and

MPF Warket Participant Portal GENERAL MPP ONLY Roles and add them to the

MRS WMarket Results Interfacs Ssttiements EXTERNAL READ ONLY request

MRS WMarket Resulis Interface Sattiements METER DATA READ-WRITE

WEBCME  Outage Management System [OATI) EXTERNAL READ-VWRITE

WEBOME _ Outaoe Mansosment Svstem [OATI) EXTERNAL READ-ONLY.
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8. (Optional— Copy Current User Access tab).
a. Toview the access of a specific user in order to grant the same access to a new
user, click the Copy Current User Access tab.

b. Click a name in the Current Users panel to viewthat user’s access in the
Current User Access panel.

c. Click onthe desired application/role/environment and click the Add button. (Note:
Use “Ctrl + click” or “Shift + click” to select multiple
application/role/environment options).

Note: You will only be able copy access that comes from your own Organization. If the selected user has
endorsed access that endorsed access will not be copied to the new user.

9. After all users, applications, roles, and environments are selected, click the Update
button in the Access Request panel.

Note: The normal provision for users is either PRODUCTION or MAP STAGE. The STAGE
environment is rarely used.

New Access

g

T T T 7
Applicati and Roles and
Access request for fions CRR, CRRFNM, Data and i ing[TP) requires 150 L add them to the request
Requests without 2pproved lsgal dacuments wil be Rejected.
lselect Users H Select Applicaions and Roles || Copy Current User Access. ‘
Current Users Current User Access Current User Access: Pplications/Roles
I T N o G ey e
Traning LA AIM xatrainingpoc 140071

Al x 1401
Al
Al xafraininguser3140074

AlM xatrainingusar4 140075

Al xatraininguser5155115

10. Review the request to ensure that it is accurate.
11. Click the Submit button in the Access Request Preview windowto submit the request.
Please note, if changes need to be made, close the previewwindow and edit the request

as needed. Click the Preview button again and then click the Submit button.
&> Colifornia ISO  Access and Identity Management

(oo [ omen | o Lo 1 e [ oot st | ot
Manage Certificates
SCS——— | Marage Cricts |

New Access Request

Click Preview to
review the request

T S T T I
Testing for User Guide XATRAININGPOC 140071 | 1212472020 05:30

12. After reviewing the request, click the Submit buttonto complete the request.

Submit
Click submit to

Access Request Previ
+ complete the request

sty

[ Tranng U [v 00 P00 o0 [ s ReAD e Tame
Training Userl  AIM ADD PROD [*[n ] EXTERNAL IMS READ-WRITE TRAINING
Training Useri0 AM ADD PROD [*[n ] EXTERNAL IMS READ-WRITE TRAINING
Training User2  AIM ADD PROD clol EXTERNAL IMS READ-WRITE TRAINING
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Access Request Status

To check on the status of the application request, go to Access Request and then select
Request History.

“‘: Colifgr_nigu ISO | Access and Identity Management << x o a s

Mew Request  Request History

RequestiD | | RequestBy(Userd: | | FromUpoatedDater | |i ToUpdatedDate: | i

Access Request History
O DT 4= M4 1 - 0o b bl | o

Provisioning access in AIM typically takes 1 — 1&1/2 hours to transpire, but may take up to 24-
48 hours to complete for certain applications requiring verification.
o If a certificate is new, and has not been downloaded by a UAA and emailed to the user,

the Access Request will be rejected. Please follow up with the user to ensure they
download and install their new certificate.

When requesting for MRI-S access, it may take a little longer as it requires additional validation.

- When provisioning access for MRI-S, you will noticed that under the Access Request
History section, the Status will be shown as “PROCESSED”.

- Under the Access Request Details section, the Status will be updated to “ON_HOLD”
and the Notes column will indicate that itis “On hold for CAISO approval’.

- Once the review process is complete, the Status will be updated to either
“COMPLETED” or “REJECTED”. This additional validationis a prerequisite for the tariff
compliance requirement when provisioning for meter data roles.

New Request | Request History ‘

Access Request Details
Y BB

First Name

Environment  |Application |Role LDAP Group Name
SMITH JOHN ADD MAP-STAGE _ MRI-S EXTERNAL READ ONLY _app mristimt ro_ext

Status Notes
ON_HOLD  On hold for CAISO appro

ABI

Certificate Process
How to Create or Renew a Certificate

1. Tocreate a newuser, please followdirections for the section “Howto Create New User”
above.
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2. Torenewa certificate, navigate to the Manage Certificates tab. Click the box next to
the user(s) and click the Generate Certificate button.

£_% California ISO Access and Identity Management DX O
-’ g

My Users Expiring Certificates  Recently Renewed Cerfficates

UserID FirstName | | Emait | | Gertificate Expiration [ = 90 Days v,

Last Name Account Type [ALL] v
[ Select All | | Generate Certificate [ Let Expire
My Users With Expiring Certificates
DY (g 5= Rows [25 +]
[ ey
[ | l-ll-l

3. Once you have created the newuser (or renewed the certificate of a current user)
navigate to the Manage Certificates tab.

e Y . . .

", alirornica Cccess an enti anagemen G X O 8
& C lif ISO @ A d Identity Manag t o @

| umpome [|uae [ e [ acpicaions |WERLCEEIER Actrous || Accens Bewmest || Emorsedac

My Users Expiring Certificates  Recently Renewed Cerificates
UseriD [ | FirstName | | Emait | | cen Expiration | = 90 Days v
Last Name Account [ALL] v

[ Select All | Generate Certificate | [ Let Expire: |

My Users With Expiring Certificates

DY i Rows [25 ]

4. Click onthe Recently Renewed Certificates link.

T T I gl e e D
My Users Expiring Cerliﬁcalesl Recently Renawed Cerlificates I

UserID l:l First Name Email ‘ | Certificate Expiration | < 90 Days w

Last Name Account Type [ALL) ~

[ Select All | ] Generate Certificate | | Let Expire |

My Users With Expiring Certificates

Rows [25 +]

5. Navigate to the newly created (or renewed) user. The certificate download icons will
show next to the user’s name. It may take 5 minutes for the icon to appear, please
refresh your page until the icon is present. Certificate will only be available to
download for 5 days. If not downloaded within those 5 days, the UAA will need to
generate a new certificate.

My Users Expiring Certificates  Recently Renewed Certificates

serip [ | FirstName | | Email [ Certificate Status [[ALL] -

Last Name

“UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option

My Recently Renewed Certificates

Rows (fi0v]

Acuon Type cm Status Download Email With Cerfificate Attached Download Certificate Drlij' Resend Password)
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Downloading Email Templates with Attached Certificates

1. Click the icon onthe Download Email with Certificate Attached column next to the
selected user’'s name.

g-‘: Califo

iaISO  Access and Identity Management << xcaauao g
R sture

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request ‘Email Configuration

My Users Expiring Cerfificales  Recently Renewed Certificates

userin | | First Name | | Email [ | Certificate Status [ [ALL] v
Last Name

*UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option
My Recently Renewed Certificates

ENICES

Rows

Download Email With Cerfificate Attached Download Certificate Only|Resend Password|

> el el

2. An email will be created using the associated defaultemail program with certificate
attached.

Recent Downloads b4

Eﬂ JOHN_GREEMx30213_01d1b3500 mm [
5d2743ecbdd21ba_certificate_email (2).eml
10.5 KB = 2 minutes ago

s

3. Open the email template and verify that the user’s email address is correctand that the

certificate bundle has been attached. Send the email and inform the user to download
the certificate.

=1 : % |* Follow Up ~
o 2 i
N ! High I
Send and | B L Addr Check  Attach Attach Signature  Attach File Offic
File: Book Names Filew ltem- ~ - vialink | ¥ Lowlmportance | pqq
OnePlaceMail Basic Text Names Include Adobe Acrobat Tags | Add-ins ~
From
=
To
Send
ce
Bec.
Subject MNew Cajsq Certificate for JOHN GREENx30213
Attached 1 JOHN_  01d1b3500b79c8 1 121ba_c

2 Tk

Send as Adobe Document Cloud link Yes No @

Dear JOHN GREENx30213,

Your User Access 'Rashele Wiltzius" has a CAISO CMA certificate and it is attached. The CAISO will send you a separate email
to the following address “rwiltzius@caiso.com" with the password required to install your certificate.

The password email will also have instructions on how to install the certificate.

*=*IMPORTANT NOTICE*** The attached certificate contains the CAISO's Certificate Authority trust chain.

The application jguration may take appr y2to5days iplete following receipt of the certificate.

IMPORTANT: California 150 will hold a copy of your certificate for up to 5 days. After this period has passed, California IS0 will not have a copy of your certificate.
For questions, contact our support desk at Service Dask@caiso.com or (888) 889-0450.

Regards,

CAISO Identity Management Operations
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Note: Ensure that your organization whitelists are able to download from the website “aim.caiso.com
Additionally, whitelist emails from the domain “caiso.com”, so users can receive their password emails
Notify users that the emails will be coming from “caiso.com” (If they typically do not receive emails from

CAISQ, it may have gone into their spam folder).

Readyto submit access? Click here.
Need to Create New UAA? Click here.

Downloading Only Certificates from AIM

1. Click the icon on Download Certificate Only column next to the selected user’s name

1@ A

> X oA R

Access and Identity Management

<’ Cohfornlo ISO

My Users Expiring Cerfificates  Recently Renewed Certificates
usero [ | Firsthame | | Emain | | certificate status [[ALL] v]
Last Name
UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option
Rows

My Recently Renewed Certificates

P Y ¥

Download Email With Certificate Attached Download Certificate Only) Resend Password)|

2. The certificate “bundle” (zip file) will be downloaded to your computer and can be found

in your browser’s Recent Downloads folder.

Recent Downloads

_ﬁ. JGREENX30213.p12
6.5 KB = Done
[

3. Onthe Manage Certificates tab, click on the UAA Click Here link at the top of the
screen. This will provide you with scripting to add to the email you will send the user.

Recently Renewed Certificates
A4

Iy Users Expiring Cerfificales
| certificate Status [[ALL]

userio [ | FirstName Email |

Last Name

UAA Click here for the formatted language to add into the email for the user when choosing the download the certificate option

1 -25 o 89 p P GO

Last Name |First Name|ACTgn Type
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4. Copy the wording from the popup and paste the wording from the pop-up into an email
(using your default email application) and attach the certificate bundle.

& Download/Install Certificate Instructions - - 1 - Work - Microsoft Edge.

21 hitps//map ai doiny=QjrbPA

Dear [Insert your users name here]

| am our organization's User Access Administrator and | have downloaded your CAISO CMA certificate and it is attached. The CAISO will send you a separate email o the following address [Insert the users e-mail address here] with the password required to install your certficate
The password email will also have instructions on how to install the certficate

I “IMPORTANT NOTICE®™

The attached certficate contains the CAISO's Certficate Authorty trust chain

The application accass conf may take 310 5 days to complete following racsipt of the certificate, if you are a new user

IMPORTANT: California IS0 will nold a capy of your certficate for up to 5 days. After this period has passed, Calfornia ISO will not have a copy of your certifcate.
| For questions, contact our support desk at SenviceDesk@caiso.com or (388) 889-0450

Regards,

CAISO Identity Management Operations

Note! When a certificate downloads, it is in a .p12 extension. Your organization will need to allow email
attachments with .p12 extensions. If this is not possible, a new method will be needed to share the
certificates with the users. Some email systems may have issues sending these types of attachments (ex.
Mozilla Thunderbird).

Resending Customer Passwords for Certificates

Note: This action can only be accomplished if done within 5 days of the certificates generation.

1. Navigate to the Managing Certificates tab and ensure that the customer’s email
address is correct.

‘\‘ California I1ISO Access and Identity Management X oA

My Users Expiing Cedificates  Recently Renewed Certificates

serio [ ] FirstMame [ ] ema | ] Certibeate states [fALL] v
Last Nsme

*UAA Click bere for the formatied language 1o add inio the emall for the user when choosing the download the certificate option

My Recently Renewed Certificates.

DYz M4 1 - sam b W[ Jw

Smith Califoria IS0 ITPMleam  Compleied B & °
RETES Caiforiz IS TPM tesm  Compieted
TesT

Calforria IS0 [TPM leam  UAA Cid Not Callec Certificate

2. Ensure that you have downloaded the certificate and send it to the user.

Recent Downloads X
L)
[ JGREENX30213.p12 m =
6.5 KB » Done

I
3. Click ontheiconin the Resend Password column.

a08ing the download the certificate option

.......
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4. By design, password emails will not be sent until approximately 5 minutes after
certificates have been downloaded. If the user still has not received the email, please
call the Service Desk for assistance.

The password below is required to install your California ISO CMA Certificate. The certificate will be provided to you by a User
Access Administrator from within your organization.

Password : 7d6MD#TmPV _

* If you cut and paste this password it will likely insert a space at the end and show as invalid when trying to submit, please check
and remove the space if it is present

For instructions on how to install your certificate, visit: https://www.caiso / d/Pages/Notifications/Default aspx.

If you have any further questions, contact our support desk at ServiceDesk(@caiso.com or (888) 889-0450.

For more information related to the Applications Access Request process, visit the ISO System Access and California [SO
Applications documentation posted on our California ISO website at:
http://www caiso.com/participate/Pages/ 1 ccess/Default aspx

By requesting access to ISO applications or tools. you may occasionally receive emails specific to that tool, such as notifications,

Certification Status in AIM

Cert Status Definition |
Active AIM has just started processing the certificate.

Getting Ready To Email The certificate has been dow nloaded and AIM is about to send the passw ord
Password to the user.

Certificate Available for The certificate has been created and is ready to be dow nloaded by the UAA.
Dow nload

UAA Did Not Collect Certificate  Afterthe certificate w as ready to be dow nloaded, the UAA did not dow nload it.
Note: CAISO only keeps the certificate for 5 days. After 5 days we remove the
certificate information and you will have to create a new certificate request.

Completed The certificate process has completed.

Something Went Wrong — There w as failure w hile trying to process the certificate. If this status has not

Certificate change after approximately 2 hours, contact customer support.

Invalid Cert Request The certificate request w as deemed to be invalid. This is a very rare
occurrence. Please contact customer support to determine w hy this occurred.

Password Emailedto User The passw ord has been emailed to the user.

Processing Before Provider CAISO is processing the certificate request.

Processing At Provider The certificate is being processed by the certificate provider.

How to Let a Certificate Expire

1. Toleta certificate expire, navigate to the Manage Certificates tab.

2. The Manage Certificates tab will display the My Users with Expiring Certificates list.
This list will show all users whose certificates are expiring within 90 days or less. Note: If
the certificate expiration date is further into the future, the user will not appear on this list.

™ . . .
& California ISO | Access and Identity Management X o

My Users Expiring Certificates | Recenily Renewed Cerfificates

Userio [ | Firsthame | | Email | | certificate Expiration
Last Name Account Type [ALL;
[ Select All | Generate Certificate ] Let Expire |

My Users With Expiring Certificates

D Vg &= Rows
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3. Click the Let Expire button on an individual line item. Another option is to use the “Shift
+ click” or “Ctrl + click” functionality to select multiple users simultaneously. After
selecting multiple users, click the Let Selections Expire buttonto apply it to all items
selected.

How to Revoke/Wipe a User’s Access

1. Torevoke a user’s certificate, navigate to the User tab. Find the correct user and
click on the button in the Profile column.

L‘\q Co|ifo_r_r_1ig_|§Q Access and Identity Manag

UserID First Name | |Ema|\ Certifica)

Last Name | |Smtus |Ac1ive v‘ Account

Users (Last Refreshed on: ) || Users Endorsed To Us [Last Refreshed on: ) || Users Endorsed By Us |

Create New User

My Users

Y M= Rows
T e S ) T e
e EEEENEn

2. Fromthe User Profile screen, click the Revoke User button.

User ID: Emp No: User Name:

User Profile User Certificates

&

—F
User ID - _____lo3232022l0327/2025 Actve [ |

First Name 09/14/2020 121472023 Inactive REMNEW

I ast Name

3. A confirmation message will appear that states: “Are you sure you want to revoke the
user certificate and remove all application access for this user? This action cannot be
undone.”

4. Click OK to revoke the user’s certificate.

5. Once the OK button is clicked, the certificate will be revoked and all application
access will be removed. This change will be reflected in AIM after the next data sync
period (usually within 12 — 24 hours). Note: If a user’s certificate is revoked by
mistake, there are two ways to resolve. (1) The quickest way to fix the loss in access
would be to create a new user, download and email the certificate to the individual,
and then provision that new user all need access. (2) If you wish to keep the user ID
as is, the UAA should contact the Service Desk and ask them to re-activate the
certificate by being sent a new certificate registration email that will then allowthe
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UAA to add access back. Please mind that if user was a UAA, a UAA Agreement will
need to be submitted for this user to regain AIM access.

How to Revoke a Certificate and leave the User’s Access intact

There may be a situation when a certificate have been compromised or is malfunctioning, but the
user the certificate is intended for still needs application access. Please mind that the following
action will only work for certificates with expiration dates greater than 90 days from the current
date. In order to revoke a certificate only and keep the users access intact, please...

1. Starton step 2 of the “How to Create or Renew a Certificate” section above. However,
once you have navigated to the Manage Certificate tab, please change the Certificate
Expiration filter from “<90 Days” to “[ALL]”, then click the “Apply” button.

] Certificate Expiration | < 90 Days w
Account Type

=7 Davs

2. Atter clicking the Generate Certificate button, you should see a pop up message
warning that by continuing, the older certificate will be revoked. (This message will not
appear if the certificate you are generating a replacement expires within 90 days. In that
scenario, the older certificates will remain intact until the expiration date.)

3. By clicking submit, the older certificate will be revoked and a newreplacement
certificate will become available to download and send to the intended certificate user.
For those instructions see the “Download Email Template with Attached Certificates”
above.

How to Submit Endorse User Access

Endorsed/UnEndorse My Users — The top section of this display (Endorse My Users) shows
a list of my users that are available to be Endorsed by other organizations. The bottom section of
this display (UnEndorse My Users) shows a list of my users that are already Endorsed Users to
other organizations and are ready to be UnEndorsed. Both of these sections are based on My
Users. The top section is My Users to be Endorsed and the bottom section is My Users to be
UnEndorsed.

UAA Submits Initial Endorse User Access Requestto another UAA
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1. Click on Endorse/UnEndorse My Users sub tab under the Endorsed Access
Requesttab.

L“; California ISO | Access and Identity Management ¢ < xcaauwo g

Endorse/UnEndorse My Users | UnEndorse Users Endorsed toMe  Add/Remove Endorsed User Access  Endorsed Access Request History

| w Endorse My Users

Available Users

Confirm Endorsement For Selected Users

M2 Y iz M4 1 -5 o8 b M [ Jeo FirslName

2. Select applicable user(s) from Available Users box. Then, click on the Add button to
move applicable user(s) to the Selected Users boxto the right. (Note: Use “Ctrl +
click” or “Shift + click” to select multiple names).

3. Fromthe drop down box on the right side of Select an Organization, please select
the organization that you would like the user to have access.

4. Enter a brief description of your request. This description will be viewed by the
granting UAA. Note: Please do not include any special characters in the description
field. Otherwise, the Endorse Selected Users button will not work. Click the
Endorse Selected Users button.

Endorse/UnEndorse My Users  UnEndorse Users Endorsed to Me  Add/Remove Endorsed User Access  Endorsed Access Request History

¥ Endorse My Users

Available Users _Confirm Endorsement For Selected Users

=

_—_—-
T — T

I —

Remove All

Select an Organization: [ v

Enter a comment (required):

Endorse Selected Users

Key Reminders

Remember that the act of endorsing is done at the certificate level — once a certificate is endorsed to
another company, the Endorsed UAA and the Endorser UAA can manage the request to add
additional access outside of AIM, although the access itself is provisioned via AIM by the Endorser
UAA.

If a certificate is already endorsed, the UAA will get an error in AIM.

The Endorser UAA will see in the main UAA Profile tab that they have requests waiting.

Note: AIM will send out a generated email notification to both the organization’s UAA when endorsed
user application request(s) are rejected by the ISO.
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Example:
Dear User Access Administrator,
You have submitted the following access request on 09/12/2018 :
Name User ID Action | Environment Application Role Entity
OMSTester05  OTESTER05x812 |ADD |MAP-TEST |ADS EXTERNAL READ-ONLY PCG2

The request has been rejected by Caiso personel with reason: Tester05 can not have PCG?2 access. Please call CAISO
on 10/0272018

Please log into AIM via the ISO portal [https:/portal.caiso.com/aim] to check the status of this request.

If you have any issues, please contact our support desk at HelpDesk@caiso.com or (888) 889-0450.

Regards,

CAISO Identity Management Operations

Endorsed User Request Email Notification

The UAA shall receive a generated email notification when users are endorsed to their
organization for application access. The email will contain the name of the company that is
submitting the endorsed user request.

Example:
Dear User Access Administrator,

Please note that the following users are being endorsed to your organization from ABC Energy, LLC.
ADS Tester 14 (xatester14122375)

Regards,
CAISO Identity Management Operations

UAA to Grant Endorse User Access Request

For a high-level overview, consider checking outthis quick training walkthrough here!
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Under the UAA Profile section, in the Endorsed Users without Access box, UAAs may see
users from other organizations waiting for approval. If a user(s) are listed here, that is the

indicator for the UAA to go to the Endorsed Access Request tab for approval/disapproval of
their access request.

“‘} California ISO | Access and Identity Management
e R R L |

Reference to the AIM User Guide

UAA Status Contact Info Organization

4 I4 I4

UAATD 3889 User 1D UTRAININGx16238 Org Short Name PACT_TO

Account No: x16238 First Name Uas Name PacifiCorp - Transmission

Weekly Expiry Email Yes Last Name TRAINING Address1 9951 SE Ankeny Street

Start Date 01/06/2021 Organizati PacifiCorp - Tr ission (PACT_TO)| |Add

End Date 017312025 Email gwansor(@caiso.com.aim City Portland

Phone Number State OR

Postal Code 97216
Country UNITED STATES
Phone 503-251-5249

Endorsed Users without Access
‘n’[_‘l"\({ 1 -0 o0 b P

. No Data found

1. Underthe Endorsed Access Request tab, navigate to the Add/Remove Endorsed
User Access sub-tab. The granting UAA will click on the pencil icon to add a new

request.
= California ISO | Access and Identity Management <= xcaaua o
Endorse/UnEndorse My Users  UnEndorse Users Endorse Add/Remove Endorsed User Access | Endorsed Access Request History

New Endorsed Access Request
A

T T T

¥ No Data found

Select Endorsed Users H Select Applications and Roles ” Copy Current User Access |

Available Users Endorsed to Me Selected Users

DYfMgE M4 o-0amo b M oo DY M4 o-0ao0 b M

s s Lt s oo sy Lene e
 No Data found  No Data found

2. The UAA will then click on the New Row button, type a description for the request and
click the Update button.

Endorse/UnEndorse My Users  UnEndorse Users Endorsed to Me  Add/Remove Endorsed User Access  Endorsed Access |

New Endi=_u Access Request

Update | | Cancel
T S [ 2
— Jo— |||
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3. Fromthe Select Endorsed Users tab, choose the names from the list of Available
Users Endorsed to Me. (Note: User “Ctrl + click” or “Shift + click” to select multiple
names).

| Select Endorsed Users Select Applications and Roles | Copy Current User Access |

Available Users Endorsed to Me Selected Users

?-wu:H{u-uof(b-rl ?-‘w‘lil-)-(

T oy ey ey T o e bt i |
2 No Data found > No Data found

4. Click onthe Select Applications and Roles tab. Click on the desired application and
role and click the Add button. (Note: Use “Ctrl + click” or “Shift + click” to select
multiple applications).

Select Endorsed Users || Select Applications and Ro\es‘ Copy Current User Access

Available Applications/Roles Selected Applications/Roles
New Endorsed Access Request
W
e N T T
> No Data found

Select Endorsed Users || Select Applications and Roles " Copy Current User Access |

Available Applications/Roles Selected Applications/Roles

? New row Update Cancel

e T T T T

WEIMPORTAL Westem EIM Pertal site | ENTITY READ ONLY EXTERNAL

ADD v |[WEIMPORTAL v|[ENTITY READ ONLY EXTERNAL v|[FROD || ~]
140D sested roles will be highlighted in yellow if rles conflicts with each other.
+dit or remove the conflicting roles to continue with the access request.

5. (Optional) To remove access, click on the drop-down button in the Action column to
change the selection from ADD to REMOVE.

6. (Optional—Copy Current User Access tab). To viewthe access of a specific user in
order to grant the same access to a newuser, clickthe Copy Current User Access tab.
a. Click aname in the Current Users panel to viewthat user’s access in the
Current User Access panel.
b. Click on the desired application/role/environment and click the Add button. (Note:
Use “Ctrl + click” or “Shift + click” to select multiple
application/role/environment options).

‘ Select Endorsed Users " Select Applications and Roles || Copy Current User Access |

Users Endorsed to Me Current User Access Current User Access: Selected Applications/Roles
DY@ M4 1 - 1033 » b I:l

T T T T T [ T ey
—

7. After all users, applications, roles, and environments are selected, click the Update
button in the Access Request panel.
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Review the request to ensure that it is accurate.

9. Click the Submit button in the Access Request Preview windowto submit the request.
(Note: If changes need to be made, close the previewwindow and edit the request as
needed. Click the Preview button again and then click the Submit button.)

@

Confirm Endorsement for Selected Users

Before the UAA(S) can complete the submission request for endorsing ISO application access
to user(s) outside of their organization, the UAA must check the ‘The information contained

herein is Confidential and subject to the FERC Standards of Conduct’ acknowledgement boxin
the AIM application.

== R == Endersed Acces Request [

Endorsa/UnEndorse My Users  UnEndorse Users Endorsed to Me  AddRemove Endorsed User Access Endorsed Access Request History

Confirm Endorsement For Selected Users
T T

Selected users are being endorsedto: ABC Company (ABC_MK)

b

[ Thei i tained isC ial and subject to the FERC Standards of Conduct. Check the box to acknowledge.

|Can|=el |Conﬁ|m|

UnEndorse Users Endorsed to Me

This tab provide a list of Users Endorsed to Me (not my users) ready to be UnEndorsed. Unlike
the previous screen, these users are not my users. These users are from other organizations,
which have access to my data. The primary objective of this screen is to remove data access

from Endorsed users to my organization.

1. Click onthe Endorsed Access Request tab and thenthe UnEndorse Users Endorsed
to Me sub-tab.

L\.‘: California ISO  Access and Identity Management << xcaa w0 g

Endorse/UnEndorse My Users | UnEndorse Users Endorsed to Me | Add/Remove Endorsed User Access  Endorsed Access Request History

Users Endorsed to Me Selected Users For UnEndorse

Add
= 44 1 -10 of33 P P GO ?V@;:I141-umobbl GO

DV g

;
N T N T T R T T T

2. Fromthe list of users in the User Endorsed to Me box, select the applicable user.
3. Click the Add button. This will move the selected user from left box to the right box

Selected Users For UnEndorse.
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4. Click onthe Un Endorse Selected Users button on the bottom of the left box. This will
UnEndorse the selected user.

Endorse/UnEndorse My Users ~ UnEndorse Users Endorsed to Me  Add/Remove Endorsed User Access  Endorsed Access Request History

Users Endorsed to Me Selected Users For UnEndorse
PY M M4 1 - 1w of3n PP GO DY M= M4 1 -2 002 P P GO
T S TR T T T S [ ST T

Un Endorse Selected Users

View Endorsed Access Request History

This tab provides you with list of your recent Endorsed access requests. The top box shows you

the history of your requests and the bottom box provides you with the details of the selected
access request.

1. Click onthe Endorsed Access Request tab and thenclick on the Endorsed Access
Request History sub-tab.

2. The Access Request History shows you a list of your recent access requests.
3. When you select arecord from Access Request History, all of the details of your
request will be displayed on the Access Request Details panel.

4. If you already knowthe request ID, you can simply place that ID in the Request ID field
above Access Request History and then click the Apply button.

L“: California ISO = Access and Identity Management << xcaawo g

Endorse/UnEndorse My Users  UnEndorse Users Endorsed o Me  Add/Remove Endorsed User Access || Endorsed Access Request History

Requestip || [ apply || Reset |
Access Request History

L DT = 4 1 - w0 oz P GO

T N T

Access Request Details

ERAIGES
Lasthame #[rstname 2lon  Juserid  |nction [Emvironment [Appiicaion [Role  |ensty |swws  Nows |

View List of Endorsed Users

There is a sub tab under the Users tab called Users Endorsed to Us. This tab provides a list of
all Endorsed Users to your organization. My Users contains list of users belonging to my
organization. Users Endorsed to Us contains a list of Endorsed Users to my organization
(These users are not my employees, but they have access to my data).
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1. Click onthe Users tab and thenclick on Users Endorsed to Us.
2. Please allow time for users from other organizationsto showup under Users Endorsed
to Us. This is just a view display.

“3 Co|if9_r_r_1_i_q ISO | Access and Identity Management << x o a a

ﬂ Users |i Applications Manage Certificates ACL Groups Access Request Endorsed

User ID First Name | | Email [ | Certificate Expiration [[ALL]  ~

Last Name | | status [Active +] Account Type [ALL] [

Users Endorsed To Us (Last Refreshed on: ) Users Endorsed By Us

Users Endorsed to Us
PYME M4 1 -2 0033 b Pl G0

T e e e [ pm—r

Users (Last Refreshed on: )

QUICK REFERENCE GUIDE TO ENDORSED ACCESS REQUEST SUB TABS

10.Endorse/UnEndorse My Users: This sub tab is for REQUESTING UAA only. The users
reflected under this sub tab belong to your organization.

11.UnEndorse Users Endorsed to Me: This sub tab is for GRANTING UAA only. The users
reflected under this sub tab do NOT belong to your organization.

12. Add/Remove Endorsed User Access: This sub tab is for GRANTING UAA only. The
users reflected under this sub tab do NOT belong to your organization.

13.Endorsed Access Request History: This sub tab is for GRANTING UAA only. The
users reflected under this sub tab do NOT belong to your organization.

Create ACL Groups

An Access Control List (ACL) defines the access rights each user has to particular assets. The
ACL Groups screen provides the UAA with the ability to create new ACL groups to isolate and
grant access to a single asset (or group of assets).

How to Create a New ACL Group
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1. Click the ACL Groups taband then click the Create ACL Group button to create an
ACL group.

L‘\q Cc1|ifp__r_r_1ic__1__ ISO = Access and Identity Management < = x

e | umne || e | secore | e
Entity Type | [ALL] w | Entity Name l:l Group Name l:l Environment Status E
Create ACL Group

ACL Groups Assets
Rows ?
D

LY ME 2 Y i
Eny Name iy TpelEnvromen row N Descrpon{iat Do En Dt s Cowns At Nore s Tpe st St Dt 21

2. Selectthe Environment and enter a Description for the ACL group. Select a Start
Date and an End Date for the ACL group and click the Submit button. Please note that
the “Start Date” can be set to a past date.

Create New ACL Group

Entity Type  [SCID v|

Entity Name [ [None] ~]

Environment |

Remember: State Date

Description | may be set to a past date.

Once an ACL Group is created, the effective date can be end-dated but not extended. The ACL
users will still be able to view the data beginning from the ‘Start Date’ to the designated ‘End
Date’.

ACL Group Start and End dates are unchangeable once created.

The ACL Group cannot be deleted from AIM once created, but may be made non-provisionable by

the UAA. This means that the UAA will not be able to provision new users to the non-provisionable
ACL Group in AIM; howeer, the existing users will still have access to the data.

The UAA can add new resources to the ACL Group, but cannot remove existing Resource IDs from
the list.

Once the ACL end date expires, the existing users can no longer see data for the trade dates after

the end date, but those users will continue to have access to the data prior to the end date.

The ISO does not send out a notification reminder to the UAA when the ACL Group end dates. ltis
the responsibility of the UAA to re-create a new ACL group and provision ACL users.
The naming format for the ACL Groups will be ‘EXC_[SCID] _[Autonum].

How to Modify an ACL Group
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1. Selectthe ACL Group name then click on the pencil icon.

ACL Groups

Entity Type EttyName | |GroupName | | Environment [fALL] Status [Provisionable |

Create ACL Group Select the ACL Group name and
click on the Pencil icon

RDWS
T N ) o N

2. Now you can change Description and Status fields of the ACL Group. You can select
“Provisionable” or “Non-Provisionable” from the drop down boxin the Status Field.
Provisionable means that you can provision this ACL Group to users. Non-Provisionable

mean you cannot provision users to this ACL Group.

UAA Profile UAAS Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request
Now you can change the Lﬂh-s

"Description” and " Status” fields

oty Type T m—

EreateACL Crove of the ACL Group
ACL Groups ] |
Update || Cancel |
R I o o R rescurces 1 25,3 mmmn——
TRAINING SCID MAP-STAGE EXC_TRAIMING 185 Resource 2 only 12012016 127302017  Provisionable 1] | Edit | |

How to Add Assets to an ACL Group

1. Click the Edit button to add assets to the ACL group.

I T T N N ) o TR

Manage Certificates ACL Groups Access Request

~ | Entity Name I:I Group Name I:I Environment | [ALL] | Status | Provif

S First select the ACL Group then
Rows .

UAA Profile

Entity Type | [ALL]

ACL Groups click on "Edit" to add resources

?I_"Is-

BARC SCID MAP-TEST 08ME/2023 087312023 Provizionable | Delete |
BARC SCID MAP-TEST 08M6/2023 11/29/2023 Provisionable [i] Edit | | Delete |
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2. Select an asset fromthe Available Assets list and click the Add button to add an asset
to the ACL group.

UAA Profile UAAs Users Applications | Manage Certificates ACL Groups Access Request || Endorsed Access Request ([ Email Configurati

ACL Group Name: EXC_TRAINING 16  Entity: TRAINING Start Date: 1204/2015  End Date: Descripti 1283 [ apoy | [ Reset |
= Note: SUBMIT fo permanently add resources to ACL Group.
[ Cancet | [ Submit | (CANCEL to return to previous screen.
Available Assets Assets
T Y = ROWS [ [v] TV MR
Asset Type  “H|Asset Name |m Asset Type[MasterFile Start Date * |MasterFile End Date|Access Start Date|Access End Date |
Mo Data found . No Data found

After selecting applicable resource(s), click on
"Add" button, which will move resource(s) to the

List of your assigned

resources will display - - " "
in "Available Assets" right side under "Assets".

3. Once you have selected applicable resources, click on the Submit button to
PERMANENTLY add resources to the ACL Group or click the Cancel button to negate
adding the selected resourcesto the ACL Group.

4. You cannot remove aresource fromthe ACL Group once assigned. The UAA will need
to create a new ACL Group for the desired resource.

How to view an ACL Group

Click on an entry in the ACL Groups section to viewthe list of assets associated with that
group.

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration

Entity Type Entity Name: Group Name Environment [[ALL] Status  [Provisicnable

Create ACL Group

ACL Groups Assets

o e Y fg 3 Rows [z5 v |3 W [ i=

T e T o 2 | w
TRAINING  SCID EXC_TRAINING_ 138 Resources 12&3 1201205 12312028 Provisionable 0 |

TRAINING  SCID MAP-STAGE EXC_TRAINING_135 Resource Jonly 12012015 1213012017 Provsionsble 0 [ Edit. | [ Delete ]

TRAINING  SCID MAP-STAGE EXC_TRAINING_134 Resource 3only 1201205 1231/2M7 Provisionsble 0 | Edit | | Delete |

Click on an ACL Group to
view the list of Assets

displayed here
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Create New UAA

The UAAs Tab provides the ability to Create New UAA Profiles, Add Contracts to Selected
UAA, and Add Entity to Selected UAA.

If you are creating a New UAA from a newly created User, please ensure you have downloaded
and emailed the certificate to the user prior to Creating the New UAA. Click here for instructions.

How to Create New UAA

1. Toaddanew UAA, navigate to the UAAs tab and click the Create New UAA Profile

Button.
A . . : .
= California ISO | Access and Identity Management < = x 1
oo [ e[ poscnsors | o corten || act G| et |
First Name I:I Last Name | |Emai| | |Status |Active vl
User Access Administrators

D Y g 4=

Last Name ~[First emeluser ia____Inobiy am org snort Namelorganiztion _lemai _______[startvate_[end vate

2. Selecta User, Environment, Start Date, End Date, and then click Submit.

Create New UAA Profile

User * |AIM Training User10 - xatraininguser 10155123 |+ ||

UAA Notes | |

Environment | TEST -~

Submit__ Cancel

The new UAA will be able to access AIM as a UAA after about 30 minutes.

To add what applications and what organizations this newly created UAA needs to be allowed to
provision/endorse access to, please proceed to How to Add Contract and Authorized Entities to

Selected UAA.

How to Add Contract and Authorized Entities to Selected UAA

1. Toaddacontractto a selected UAA, navigate to the UAAs tab and go to the UAA
Authorized Contracts section.
2. Select the Provisionable Contract to be added.
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3. Click the Add Contractsto Selected UAA button.
4. Selectthe Provisionable Entities to be added.
5. Click the Add Entity to Selected UAA button.

First Name | Lasthame | | Emait | | status [Actve ~
Create New UAA Profile
User" Administrators
Rows [70+]
e e e Y

Note: Please assign required Contracts and Entities to the other UAA’s using following ‘Contracts’ and ‘Entities’ drop down optiens

¥ UAA Authorized Contracts

Provisionabie Contracts: [WESTERN EIM PORTAL - ENTITY - Western EIM Portal for EIM Ertity SC v| [ Add Contract o Selected UAA @

Authorized Contracts: UAA TRAININGXx16238  Authorized Contract Associated Applications:

X P E

WESTERN EIM PORTAL - ENTITY - Western EIM Portal for EIM Enfity SC_ il WEIMPORTAL | Western EIM Portal site | ENTITY READ ONLY EXTERNAL | |

¥ UAA Authorized Entities

Provisionable Entities: Add Entity to Selected UAA

Authorlzed Entities: UAA TRAININGx16238 OM_ENTITY_NAME: PACE_TO

DY ¢
I — Acwrwn-ms-mm s e[ asses

How to Reactivate Another UAA’s Expired Profile

When a UAA’s profile has expired, utilize the steps outlined below to reactivate and/or extend
the date for another UAA’s profile. Please not that automated notifications are not sentwhen a
UAA Profile is approaching Expiration.

1. After logging into AIM, navigate to the UAAs tab. After identifying the UAA with the
inactive profile status, click the share icon under the Profile Column.

“" Cc|if9rnicx ISO | Access and Identity Management  «sxcaaue g

UAA Profile “ Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration

First Name | | LastName | | Emai | | status [Active v]

Create New UAA Profile

User Access Administrators

WS [10 ]

? Y &=

027152024 Active

| 10/27/2024 Inactive |
= —
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2. After clicking on the Profile Column, a pop-up window will open. Under the UAA Profile
box, click on the pencilicon.

User Profile UAA Profile
-"() .'()
Emp No - UAAID

Account Type Weekly Expiry Email
User ID Notes

First Name Start Date

I:Sl Il_an';t_a End Date

Errl:;;:uza on Updated By

Phone Number Updated Date
Address 1 =
Address 2 User Certificates

3. Extend the date as deemed appropriate and select update to save changes.

User Profile UAA Profile

_.(/ | Update || Cancel ‘ =%
Emp No UAAID

Account Type Weekly Expiry Email b
U_ser D Notes

First Name =
Last Name il % Ll
Organization End Date 1012712024 i I
Email By —_—

Phone Numbe: Updated Date

Address 1

= User Certifidates

UAA Profile — Landing Page

The UAA Profile Tabdisplays contact information for an individual UAA.

<’ Cc||forn|c1 15O Access and Identity Management <2 xcaauoa
L vne | e[| aeweio | ot | Act oo ]| s et | Eord Acoms Rt || it Cotpaatin |
Reference to the AIM User Guide Link to AIM User Guide
UAA Status Contact Info Organization
I4 4 &
" UserID [— Org ShortName
Account No: First Name Name
Weekly Expiry Email Yes Last Name Address1
Start Date 'Organization Address2
End Date Email [ City
Phone Number State:
" " Postal Code
Defaultto "Yes Country
Phone
Endorsed Users without Access Endorsed User(s) waiting for access
fa4= M4 1 -0 0 P M

Re.,m, S ————

2 No Data found

Authorized Contracts shows UAA what they can provision
Authorized Contracts

e e

WESTERN EIM PORTAL - ENTITY - Western EIM Portal for EIM Entity SC [l WEIMPORTAL | Westem EIM Portal site | ENTITY READ ONLY EXTERNAL | |

Authorized Entity Entlty Rims Projects Entity:

¥
COMMGITNN XY TSSOSO o e wi isply oer Ushs and e

% No Data found Authorized Entities and Contracts
Other UAAs In My Organization Authorized Entities for the UAA Authorized Contracts for the UAA
DY M4 1 -0oor0 b M| ]| RV M4 0-0o0 b M[ __Joo| 27 44 0-0d0 b [ _Joo
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Best Practices
1. Must reviewthe ISO User Access Administrator Establishment and Requirements.

2. Organizations should establish a primary and secondary UAA for all ISO application
access purposes.

3. Forlarger organizations, multiple UAAs may be required. It is the responsibility of the
organization to determine if any of their designated UAAs should have a more limited
capacity to provisioning access from other UAAs.

4. When one external entity requests user access to another entity’s data, the requesting
entity endorses specified users to the other entity requesting the entity owning the data
to provision the access to specified data.

5. ltis the responsibility of each entity’s UAA to coordinate and validate the user’s identity
and access requirements.

6. When creating a new user, use that newuser’s individual email address in the dialogue
box.

7. Sharing certificates is not allowable.

8. UAA(s) must validate:
e User’s job role for requesting accessto ISO systems and
o User must be authorized for the specified applications and permissions being
requested.

9. Toensure that user’s expiration certifications are not missed, select ‘YES’ for the Weekly
Expiry Email option under the UAA page.

10. Creation of ACL groups can only be done for the following applications: CMRI, MRI-S
meter data, webOMS, and ADS.

11. Endorsement of users across ISO applications using the Access Control List (ACL)
process must have particular attention to not provision access to unauthorized or users
not permitted to have access (i.e. merchant versus regulatory organization) in the AlM
tool for the same company.
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12. A RIMS application user can only have one role type per environment.

Roles for Application: New Resource Interconnection Management System

7 X

Y = 1 -1w0o 12 p Ml — @

RolelD |Display Name Description External [AOTeEMeNt oo\ Gonflicts With

292

295

294

Check?

EXTERNAL AFFECTED SYSTEM READ-WRITE -Xiernal Affected System Read- Yes  No

INTERNAL ADMIN
EXTERNAL IC READ-ONLY External IC Read-Only Yes No e
EXTERNAL IC READ-WRITE External IC Read-Write Yes No INTERNAL ADMIN

EXTERNAL IC READ-ONLY

In the event that a user is provisioned dual roles (EXTERNAL IC FOR READ-ONLY and
WRITE) within the same environment, an exception rule will be triggered. Theerror
message can be seen at the bottom of the application screen.

0572172020 05.0511
Employee: Application: RIMS; Envi Map-Stage. Role EXTERNAL IC READ-ONLY and EXTERNAL IC READ-WRITE are conflicting. Please remove one to continue

Prior to implementing the exception rule flag, users who were provisioned both roles in
RIMS were only able to see the projects that were listed under the read-only role when,
in fact, they had other projects listed with read-write access.

13. For webOMS, the UAA for non-RC entities can only provision their users the

‘ADJACENT RC'’ roles. The users can Read-Write or Read-only but not both as it would
be considered conflicting roles. Non-RC entities should not have access to the RC
MEMBER role.

14.1t is important to note, webOMS must be provisioned separately from all other

applications in a New Access Request.

15. For Access Request and Endorsed Access Requests, it is important that the Request ID

has a blue background. If the background is white, the UAA needs to click on the
Request ID number.

Request History

Check Status of an Access Request

1.

2.
3.
4

To check the status of an access request, navigate to the Access Request tab and click
on the Request History link.
Click on an individual line itemin the Access Request panel.
The list of items requested will display in the Access Request Details panel.
Review the Status column for each line item to verify that the requested access was
ranted.
J a. Submitted: The access request has been submitted and is waiting for the approval
process to run.
b. Approved: The access request has been approved and is waiting to be processed.
c. Processing: The access requestis being processed.
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d. Completed: The access request has been completed and the user can now access the
application.

e. Rejected: The access request has been rejected and will not be processed. See the
notes column for the reason it was rejected.

Click on an individual access requestin the Access Request panel to showthe Access
Request Details at the bottom of the screen.

Mew Reguest || Reguest History

Request 1D l:l Request By (Userld): l:l From Updated Date: l:lﬁ To Updated Date: l:lﬁ

Access Request History

O DY = M4 1 - weter pob

I PROCESSED

PROCESSED

Access Request Details

MW_WWW e Jow_fome o

| compLeTeD] |

COMPLETED

Note: An Access Request will begin with a status of “Submitted”. It will then move to “Processing’.
Finally, it will have a status of “Processed”. This does not meanthat all access was granted. The UAA
must review each of the line items in the Access Request Details to verify that access was granted to a

specific user. Inthe Access Request Details section, the status options are Submitted, Approved,
Processing, Completed, and Rejected.

Email Configuration

Email Configuration tab is a newenhancement, which provides a UAA the ability to add
additional email recipients on 7 different AIM automated notifications. Belowis a list of these
automated notifications:

e Application Access Request

e Certificate Renewal from Ul

¢ Renew User Certificate from Ul
e Revoke User Certificate from Ul
e Submit a New User from Ul

¢ Notification for certificates expiring within 30 days, 60 days, 90 days and new users
e User Revocation Email

Steps to add additional emails:
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1. Please click on the Email Configuration tab. Select applicable Certificate Events.
Example in screen shot below is “Application Access Request.” Then click on the pencil

icon under the Email List semicolon separated panel.

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request

Email Notification Events

‘;\\/IE

Application Accoss Requost
CERT_RENEWAL_CONTENT Ceriificate Renewal from Ul
RENEW_USER_CERT_CONTENT Renew User Certificate from Ul
REVOKE_USER_CERT_CONTENT Revoke User Certificate from Ul
CREATE_NEW_USER_COMNTENT Submit a Mew User from Ul
AIM_USERS_CERT_EXPIRY_CONTENT Metification for ceris expiring within 30 days. 60 days, 90 days and new users
REVOKE_USER_CERT_CONTENT Automatic User Revocation Email

Email List semicolon separated
% Y g

Additiongl Efes

2. Click the New Row button under the Email List semicolon separated box.

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration

Email Notification Events

‘R\V[T_-I

- | X

APPLICATION_ACCESS_REQUEST_CONTENT Application Access Request
CERT_RENEWAL_CONTENT Certificate Renewal from Ul

RENEW_USER_CERT_CONTENT Renew User Cerfificate from Ul
REVOKE_USER_CERT_CONTENT Revoke User Certificate from UI

CREATE_MEW_USER_COMNTENT Submit a New User from Ul

AIM_USERS_CERT_EXPIRY_CONTENT Motification for certs expiring within 30 days, 60 days, 90 days and new users

REVOKE_USER_CERT_CONTENT Automatic User Revocation Email

Email List semicolon separated

Updaie || Concel |

|Additional EMails

3. Afreetextfield will be activated. Please list applicable email recipients separated by

semicolon in this field.
4. Whenyour listis finalized, please click on the Update button underthe Email List

semicolon separated panel.

UAA Profile UAAs Users Applications Manage Certificates ACL Groups Access Request Endorsed Access Request Email Configuration

Email Notification Events
2 [Tj

=

APPLICATION_ACCESS_REQUEST_CONTENT Application Access Request
CERT_RENEWAL CONTENT Certificate Renewal from Ul

REMEW_USER_CERT_COMNTENT Renew User Cerfificate from Ul
REVOKE_USER_CERT_COMTENT Revoke User Cerfificate from U1

CREATE_MEW_USER_CONTENT Submit a Mew User from Ul

AIM_USERS_CERT_EXPIRY_CONTENT Meotification for ceris expiring within 30 days, 60 days, 90 days and new users

REVOKE_USER_CERT_COMNTENT Automatic User Revocation Email

Email List semicolon separated
| Update Cancel ‘ <y

Additional EMails"
> No Data found
[tact, il i
| ii@caiso.com ]
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5. If you need to delete an email address, select that email address and click on the
Update button. Select the entire email address and click the Delete button on your
keyboard. It will look like the screen shot below. Then, simply click on the Update
button. This will remove that email address.

Features of User Interface

Application Toolbar

The application toolbar contains the application or browser-based functions.

P B
- Goes to the previous display in browsing history
» Goes to the next display in browsing history
e Stops loading the current display
o) Refreshes the display in the current window
Jo] Zoom out
o Zoom in
_.] Log out

Filter Toolbar — User Access Tab

The filter toolbar contains the account filtering options.

[ALL] : Apply Reset
[ALL] : [ALL] :

I Apply |

Refreshes user data with the filters

I Reset I

Restores filters to default settings

*wildcard search

Use the asterisk (*) wildcard symbol to search for user information. (e.g.
Enter Chris* inthe First Name field and click the Apply button to display a
list of users whose first names begin with “Chris”. The search results will
display users who are named Chris, Christopher, Christine, etc.) To ensure
that you see all records meeting your search criteria, add the “*” at the end to
display multiple records.
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Results Window

Y HE s

sorting, which is described in detail on the following page)

# Restore sort to default setting (remowves user-created multiple column

The Inline Filter works as atoggle. Click the icon to filter data based on the
content of a particular column. Press Enter after entering the filter criteria.
(Note: Wildcard symbols can be used in this column, but they are not
necessary. For example, searching for *UAA* or UAA will provide the same
results.)

EIJ Exporting (to Excel, Word, CSV)

Results Window — Multiple Pages

M 4 101 -200 of22s » M [ @

4 Navigate to the first page of data
4 Navigate to the previous page of data
3 Navigate to the next page of data
M Navigate to the last page of data
Go to specific line item entered in search box
] @

Multiple Column Sorting

Clicking on a column in the results window enables the user to sort the data in ascending or
descending order.

Here is an example of how to use multiple sorting:

Click a column header. The datiis sorted in ascending order and the following icon
appears in the column header:” . This indicates the first level sorting.

Click another column. The datais sorted in ascending order. Theicon in the first

column changes to: T . The following icon appears in the second column: 2 . This
indicates the second level sorting.

Click another column. The data‘if sorted in ascending order and the following icon
appears in the column header: 3 .

Click the same column again. The data is sorted in descending order. Theicon in the
column header is changed to: v.

Continue to click column headers to deselect and then reprioritize the sorting order.
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The following image shows the example explained above:
Users
£ Y H 5
Cert
Last lame <4 FirstHame 4 UserlD < Email Status  Expiration PROFILE ACCESS

Date

!
EIEIEET

Training User1
Training User2
Training User3

Training User4

Export Menu

Al

AlM

AlM

Al

xatraininguser1140072 TNgo@caise.com

xatraininguser2140073 THgo@caiso.com

xatraininguser3 140074 TNgo@caiso. com

xatraininguserd 140075 Thgo@caise.com

Active

Active

Active

Active

1013172014

1003172014

1003172014

1003172014

Glalala

Export Al
Export Page
Export Wizard
Export All All data points will be exported to Excel
Export Page The current page will be exported to Excel
Export Wizard The user can customize the data export
Export Wizard

The Export Wizard enables the user to export data in the following three file types:
e Export Excel
e Export CSV
e Export Word

Export Type | Export Excel| v,
Export Excel
Grid 1: Users Export CSV
Export Word o ]
Column Narmme splay Hame Vizible Column Width
Last Hame Last Name 24
First Hame First Name 24
UserlD UseriD 87
Email Email 127
Organization Organization 127
Status Status 42
Cert Expiration Date Cert Expiration Date 63
Account Type Account Type Rows to Export I All Rows :
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The Export Wizard can be customized using the following options:

Enable Grid Export: If a display contains multiple grids, the user can select specific
grids to export. (Note that the CSV format can only export one grid).

Display Name: The user can modify the hame of a column that will appear in the
data export.

Enable/Disable Column Visibility: The user can select which columns to include in
the exported file.

Custom Column Width: The user can choose to modify the width of a specific column
Rows to Export: All Rows, or the Original Page

Once the user has selected the export parameters, click the Export buttonto generate a file.

Note: The maximum number of rows that can be exported is 10,000. If the number of rows available
exceeds 10,000, only the first 10,000 rows will be exported. It is recommended to use filters to limit the
number of results that are displayed in order to export all rows.
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