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TUG Agenda

Web Conference Information Conference Call Information

URL https://caiso.webex.com/meet/twilliams Domestic Call-In (866) 528-2256
Meeting Number 966 010 353 International Call-In (216) 706-7052
Access Code 389 588 9 Access Code 389 588 9

Facilitator

10:00 — 10:05 Agenda and Roll Call Thomas Williams
10:05-10:20 Update on Disabling TLS 1.0 and 1.1 Thomas Williams
10:20 — 10:40 OMS Status Messages Thomas Williams
10:40 — 10:55 Disabling RAAM Ul and API Sandhya Balasubramanian
10:50 — 10:55 Adjourn Thomas Williams
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o
Disabling TLS 1.0 and 1.1

The 1SO will disabl
TS 10and 11 MAP-Stage date February 26, 2018 (DONE)
in accordance
best practices - -
for security and Production date April 23, 2018
data integrity

https://ads.caiso.com:447/ADS/APIWebService/v6
https://ads.caiso.com:447/ADS/APIWebService/v7
https://portal.caiso.com/cmri/
https://ws.caiso.com/sst/cmri/*

The ADS 6.1.0.0 client is required for TLS 1.2 https://mpp.caiso.com/ads_install
Both v6 and v7 ADS APIs support TLS 1.2
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o
TLS — How to Check Your Browser Settings

et Opton —r Browser settings might be managed by Group Policy

| General | Security I Privacy | Content | Connections. I Programsl Advanced |_

Settings

Enable Integrated Windows Authentication™ P

Enable native ¥MLHTTP support .

Make sure TLS 1.2 is enabled
[] Enable strict P3P Validation= .

[7] Send Do Not Track requests to sites you visit in Internet E
[ use ssL 2.0

[ use ssL 3.0

Use TLS 1.0
Use TLS 1.1

et s s It is okay to leave TLS 1.0 and 1.1 enabled because

[ warn if changing between secure and not secure mode H

B o 05T skt et o the client (browser) and server will always choose the

a4 m | 3

o et you ety ot highest mutually supported TLS version

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

Reset...

‘You should only use this if your browser is in an unusable state.

Useful publicly available tool:
@ Some settings are managed by your system administrator.
= o https://www.howsmyssl.com/
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TLS — Idea for Checking Your API Settings

>> openssl s_client -tlsl 2 -connect portalmap.caiso.com:443
CONNECTED(000801AC)

Certificate chain

0 s:/C=US/O=caiso/0U=Device/OU=caisoserver/CN=portalmap.caiso.com
1:/C=U5/0=CAISO/0U=TT/CN=CAISO_TSSUING_CA

1 5:/C=US/0=CATSO/OU=IT/CN=CAISO TISSUING CA
1:/C=US/0=CATSO/0U=IT/CN=CATSO Root CA
51/C=US/0=CATSO/0U=IT/CN=CATSO_Root CA

1:/C<US/0=CATSO/OU=IT/CN=CAISO_Root_CA

2

subject«/C<US/0=caiso/0U=Device/OU=caisoserver/CN=portalmap.caiso,com
issuer=/C=US/0=CAISO/OU=IT/CN=CAISO_ISSUING CA

Acceptable client certificate CA names
/C=US/Q<CAISO/OU<IT/CN-CATSO_ISSUING_CA
JC<US/0«CAISO/OU~IT/CN~CAISO_Root CA

SSL handshake has read 5009 bytes and written 138 bytes

SSL-Session:
Protocol : TLSv1.2
Cipher ¢ ECDHE-RSA-AES256-GCM-SHA384
Session-1D:
Session-1D-ctx:
Master-Key:

CA4ESECEBBEOCI1959137ABBDAFDA226CBDF 7BD1FD3F885CD1DEA83I6CED2BASECCAIFSBFB3IFBBAGODBASBEATAFCBEITT

Key-Arg ¢ None

PSK identity: None

PSK identity hint: None

SRP username: None

Start Time: 1519937798

Timeout : 7200 (sec)

Verify return code: 19 (self signed certificate in certificate chain)

&> California ISO

With the OpenSSL utility, it is possible
to force a TLS 1.2 connection

The example on the left highlights how
to connect to MAP-Stage using TLS 1.2
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OMS Status Messages

The ISO is - . . .
evaluating a Currently participants retrieve OMS status messages directly without a way

change in OMS to know if thetoutell(ge status has changed; this is inefficient and unnecessarily
status messages consumes network resources

Based on participant feedback, the ISO is evaluating a change to push OMS status
messages when there is a change in outage status

Message patterns under consideration include Claim Check

UAAs (User Account Administrators) could maintain message endpoints in AIM

This same message pattern could be applied to other use cases, such as market
events (for example, “Market Closed”)
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RAAM Decommissioning

The ISO will be
decommissioning RAAM Resource Adequacy Availability Management
the RAAM SCP Standard Capacity Product

application, also
known as SCP

RAAM Ul https://portal.caiso.com/scp
RAAM APIs https://portal.caiso.com/scp/services/*

Timing to be announced

Look for an update in an upcoming Customer Partnership Group meeting on 3/19
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Next TUG: March 20

Stay connected
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@California_ISO Download ISO Today Sign :Ito\fv?/\r/\/tvhc?ali?c,?)"go?n“efmg
mobile app ' '
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